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Introduction. The NTRUEncrypt cryptographic system, the
calculation of the algorithmic complexity of the development
of the NTRUEncrypt cryptosystem and its modifications are
considered. The study objectives are to develop NTRUEn-
crypt, an efficient post-quantum cryptographic algorithm,
which has high cryptographic resistance to quantum comput-
er attacks, to work out a modification of the proposed algo-
rithm, to analyze and experimentally validate its advantages.
Materials and Methods. A description of the NTRUEncrypt
encryption system is proposed. The modification of the con-
sidered algorithm is studied; the block diagram of the im-
plementation of the software based on it is presented. An
example of the software operation and its characteristic is
given. The reliability of the results is proved using the
Mann-Whitney U test. During the experiment, the third-party
software implementation of the RSA cryptosystem was used.
A Stopwatch class element was introduced in the source code
of all three programs of NTRUEncrypt, RSA, and NTRUEn-
crypt modifications. This class provides a set of methods and
properties that can be used for the precise measurement of
the execution time. Thus, it became possible to record the
results of the time spent on all three basic stages: key crea-
tion, encryption and decryption of the message.

Research Results. The advantages of the developed cryp-
tosystems in terms of the performance characteristics are
proved. An experimental comparison of the implemented
NTRUEncrypt algorithm and its modification is performed.
All advantages of the latter are indicated.

Discussion and Conclusions. The advantage of using the
NTRUEncrypt algorithm modification is experimentally
validated. The new application is 25% faster to perform gen-

eral work on key generation, encryption and decryption. In
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Beeoenue. CtaThsi OCBSIIEHA MCCICAOBAHUIO KpUNTOTpadu-
uyeckoil cucteMbl NTRUEncrypt, pacuery anropurMudeckon
cioxHocTH pazpaboTku kpuntocucteMbl NTRUEncrypt u ee
Momudukanyu. Llenn mccnenoBanus: pazpadoTka 3PQPEeKTHB-
HOTO IIOCTKBAaHTOBOTO KPHITOTPAa(HUYECKOro  airopurMa
NTRUEncrypt, o6namaromero BEICOKOH KPHIITOCTORKOCTBIO K
aTakaM C KBaHTOBOTO KOMIIBIOTEpA, a TaKKe pa3paboTKa Mo-
IudUKaIUK TPEJIOKEHHOTO alrOpUTMa, aHalIu3 M JKCIepH-
MEHTAIBHOE JJOKA3aTebCTBO €r0 MPEHMYIIECTB.

Mamepuanvr u memoowi. IIpemiokeHo ONUCaHUE CHCTEMBI
mmppoBannss NTRUEncrypt. M3ydena moamdukamms pac-
CMaTpHBacMOTr0 alrOpUTMa, MpeJCTaBlIeHa OJOK-cXema pea-
JIM3aIiy OCHOBAaHHOTO HAa HEM IPOTPaMMHOTO cpencTna. I1pu-
BEJICH TpHMep pabOTHI MPOTPAMMHOTO CPEACTBA M JIaHA €ro
XapakTepucTuka. JlocTOBEpHOCTh pe3ybTaToB 00OCHOBaHA C
nomouibto U-kputepus Manna — Yurthu. Ilpu nposenenun
9KCIEPUMEHTA HCHOJIb30BAaHA CTOPOHHSS MPOrpaMMHAsl peati-
3amusl Kpunrorpadudeckoit cucreMbl RSA. B mcxomHbpiid Ko
Bcex T1pex mnporpamM NTRUEncrypt, RSA, wmomudukamm
NTRUEncrypt 6611 BHenpeH 3neMeHT kiacca Stopwatch. Jlan-
HBII KJIacC MPEOCTaBIsIeT HA0Op METOMIOB U CBOICTB, KOTOPHIE
MOJKHO HCIIONB30BAaTh Il TOYHOTO M3MEPEHHs BpEeMEeHH, 3aTpa-
YEHHOTO Ha BBINONHEHHE. TakuM 00pa3oM, MOSBHIACHE BO3MOXK-
HOCTb (PMKCHPOBATh PE3yNbTaThl 3aTPAUYeHHOT0 BPEMEHH Ha BCEX
TpeX OCHOBHBIX OTalax: CO3JaHHe KIIo4el, mM(poBaHue H
pacmmdpoBaHie COOOMCHIIS.

Pezynomamul uccnedosanus. JlokazaHbl MPEMMYIIECTBA Pa3-
pabOTaHHBIX KPHIITOCHCTEM II0 XapaKTePHCTHKaM MPOU3BOIH-
TENILHOCTH. BBINOIHEHO 3KCIePUMEHTAIbHOE CpaBHEHHE pea-
m3oBanHoro anroputMa NTRUEncrypt u ero moanduxammn.
ITpu 5ToM 0603HAaUEHBI BCE MPEUMYIIECTBA TOCIIEIHEH.
Obcyscoenue u 3axaroyenus. DKCIEPUMEHTAIBHO JTOKa3aHO
NPEHMYIIECTBO HCIOJIB30BAaHUS MOANUGUKAIMK AITOpUTMa
NTRUEncrypt. HoBoe npunoxenue Ha 25 % ObICTpee BBINION-
HsIeT 00IIyI0 paboTy MO reHepalyy KIoUYeH, MHuppPOBaHUIO U
pacmudposanuio. [ToMUMO 3TOr0 ONTHMH3HUPYETCS HCIIONb-
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addition, the internal memory usage is optimized through
reducing the weight of the source program file and the size of
the secret key. When attempting to crack a ciphertext, cryp-
tographic robustness and complexity of using quantum algo-

rithms are shown.

Keywords: cryptographic system, post-quantum crypto-
graphic algorithm, cryptographic strength, Mann-Whitney U
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Introduction. The paper [1] gave an impulse to the development of a new cryptographic system. It shows that

quantum computers potentially threaten to hack into all widely used cryptographic algorithms.

The software presented in this paper is cryptosecure versus possible quantum attacks and surpasses its counter-

parts (for example, RSA cryptosystem) in the algorithm speed characteristics and in the quantity of spendable resources

[2]. This explains the urgency of the research.

The object of the study is the NTRUEncrypt cryptosystem.

The subject of the research is the algorithmic complexity of the development of the NTRUEncrypt cryptosys-

tem and its modifications.

The work objectives are to develop an efficient post-quantum cryptographic NTRUEncrypt algorithm, which

has high cryptographic resistance to quantum computer attacks, to work out modifications of the proposed algorithm, to

analyze and experimentally validate its advantages.

To achieve the objective, the following tasks were defined.

1. To investigate the algorithm of the NTRUEncrypt cryptosystem.

2. To develop an algorithm for modifying NTRUEncrypt.

3. To implement the NTRUEncrypt cryptosystem software and its modifications.

4. To analyze and compare two programs with each other and with their counterpart - RSA cryptosystem.

Materials and Methods. Consider the description of the encryption NTRUEncrypt system. The cryptographic
system with the public NTRUEncrypt key uses operations over the Z [X] /(X" — 1) ring of polynomials of degree not

exceeding N—1 [3]:

a=agta *X +ayg*X2+ - +ay_ x XV,

where ag, a,, a, ... ay_; are integers.

The operations of addition and multiplication are performed as usual, except that X" is replaced by 1, XV*1 is

N+2
, X

replaced by X! , SO On.

The cryptosystem is determined by a number of parameters, the key parameters are: &, p and ¢. To maintain

the algorithm strength, it is necessary for p and ¢ parameters to be coprime.
To provide high resistance of the algorithm to various attacks, it is recommended to use the following parame-

ters (Fig. 1):

Indication N q p df dg dr Guaranteed resistance
NTRU167:3 167 128 3 61 20 18 Moderate level of resistance
NTRU251:3 251 128 3 50 24 16 Standard level of resistance
NTRUS503:3 503 256 3 216 72 55 Highest level of resistance
NTRU167:2 167 127 2 45 35 18 Moderate level of resistance
NTRU251:2 251 127 2 35 35 22 Standard level of resistance
NTRU503:2 503 253 2 155 100 65 Highest level of resistance

Fig.1. Recommended parameters
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Research Results

Key generation. Bob wants to send a message to Alice. For this, he needs public and private keys. Therefore,
he chooses randomly two small polynomials f'and g from the ring of truncated polynomials R. The smallness of poly-
nomials means that the small polynomial will be much less than ¢ with respect to the arbitrary polynomial modulo ¢, in
which the coefficients are uniformly distributed [4]. To determine the smallness of polynomials, the numbers df and dg
are used which Bob chooses independently.

The polynomial f will have df coefficients equal to one, (df — 1) coefficients equal to minus one, and the rest
coefficients equal to zero.

The polynomial g will have dg coefficients equal to one, as many coefficients equal to minus one, and the rest
coefficients equal to zero.

Bob should keep the selected polynomials in secret since anyone he learns them will be able to decrypt the
message.

Further, Bob calculates the inverse polynomials f, and f; modulo p and ¢, respectively, such that:

fXf,=1modp)uf X f; =1(mod q).
If by chance these inverse polynomials do not exist, then Bob goes back and re-selects the polynomial f.
The secret key is the pair (f, f,), and the public key # is calculated using the formula:
h=pX fa X g (mod q).

Encryption. Alice wants to send a message to Bob using the public key 4. To do this, Alice needs to present her
message as a polynomial m with the coefficients modulo p selected from the range (—p/2, p/2]. Then, Alice needs to
choose another small polynomial » which is called “blinding”, and calculate the ciphertext:

e = (r x h+m)(mod q).

Decryption. Bob receives an encrypted message e from Alice and wants to decrypt it. First, using his secret

key, Bob calculates:
a=f XxXe(modq).
Since Bob calculates the value @ modulo ¢ number, he should choose its coefficients from the range (—g/2, g/2]
and then calculate:
b = a (mod p).
Finally, Bob, using the second part of the secret key, receives the original message from Alice:
¢ = f, X b (mod p).

Modification of the NTRUEncrypt algorithm. As can be seen from the description of the algorithm, the poly-
nomial f'shall comply with the following requirements:

- the polynomial f'is invertible modulo p,

- the polynomial f'is invertible modulo ¢,

- the polynomial f'is a small polynomial.

In the algorithm itself, the invertibility modulo p and g was guaranteed as follows. If the polynomial f'being not
invertible in one of the moduli was generated, then it was discarded and the next one was generated — and so on as
long as the required polynomial was found.

The proposed modification is to replace the polynomial f'by a polynomial of the form:

Jf=1+pF, Q)
where F is a small polynomial.

This approach has the following advantages.
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1. From the expression (1), it is clear that the polynomial f'is always invertible modulo p. This fact accelerates
the key generation since it is not necessary to additionally calculate f,,.

2. Since f' = 1 mod p, then decoding does not require additional multiplication by /', which speeds up the de-
cryption process itself. In this case, the private key will not be the pair (f, f,), but (f).

Key generation. As in the original algorithm, Bob first selects the encryption parameters N, p, ¢ and the num-
bers df, dg. Then, he selects randomly two small polynomials /' and g from the ring of truncated polynomials R.

He calculates the modified polynomial f using the formula (1).

Next, Bob calculates the inverse polynomial f; modulo g:

f X fq = 1(mod q).
If by chance an inverse polynomial is not found, Bob goes back and re-selects the polynomial f.
The secret key is the polynomial £, and the public key # is calculated as follows:
h=pX fa X g (mod q).

Encryption. Encryption remains unchanged; all is quite as in the original NTRUEncrypt algorithm.

Alice wants to send a message to Bob using the public key /. To do this, Alice needs to present her message as
the polynomial m with coefficients modulo p selected from the range (—p/2, p/2]. Then, Alice needs to choose another
small polynomial , which is called “blinding”, and calculate the ciphertext:

e = (rxh+m)(mod q).

Decryption. Bob receives the encrypted message e from Alice and wants to decrypt it. In the first place, using

his secret key, Bob calculates:
a=f xXe(modq).

Since Bob calculates the value @ modulo ¢ number, he should choose its coefficients from the range (—g/2,
q/2], and then calculate:

b = a (mod p).

That is all, calculation is finished at that; we have received the original message from Alice: b = m [5].

Proof of the modified algorithm. To prove the algorithm, consider the decryption process itself.

Alice’s encrypted message looks like:

e = (rxh+m)(mod q).
Bob uses his secret key — polynomial f;
a=fXe(modq) = X (r x h + m))(modq) =(f X (r X pfy X g+ +m))(mod q).
As a result:
a=(pr x g+ m x f)(mod q).
Thereafter, Bob obtains the polynomial b through decreasing the coefficients of the polynomial ¢ modulo p:
b = a(modp) = m X f(modp) = (m + m X p X F)(mod p) = m (mod p).

Thus, we have checked and proved that the polynomial 4 is the original message m indeed.

Implementation of the algorithm. The programming language used is the object-oriented programming lan-
guage C#, which belongs to the family of languages with a C-like syntax. Development framework was Microsoft Vis-
ual Studio 2015 Enterprise. The primary advantage of this software product is the application with a graphical interface
that allows the user to make short work with the device and the operation scheme of this software product.

Fig. 2 shows a generalized block diagram of the software.
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Fig. 2. Flowchart of software implementation

Example of the software. NTRUEncrypt uses three constant parameters: N, p, g. The user enters them in the
System Settings panel.

Next, there is the Key Generation panel. The parameters entered by the user in the previous step are input.
Then, two polynomials f'and g are randomly formed, so that:

Information technology, computer science, and management
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- the degree of polynomials to be corresponded to the input parameter N.

Then, the Euclidean theorem on computing the greatest common divisor for polynomials and its backward
course is used to calculate two polynomials inverse to f modulo p and ¢, respectively. The public key 4 is computed.

The user enters the binary message type m in the Encryption panel in the Message window. It should be men-
tioned that the original message should be divided into blocks of N bits, each of which will be processed separately and
converted into a polynomial with the coefficients {—1, 0, 1} (in this program, instead of the value “—1”, “2” is used).

For an encryption operation, the program needs to perform preliminary preparation — to generate one blinding
polynomial. It is formed in the same way as f'and g polynomials.

The resulting public key and the polynomial » make it possible to encrypt message m using the appropriate
formula. Then, the result is checked on the membership to the ring of truncated polynomials of a degree not exceeding
N -1, and is displayed on the screen.

The next block implements the decryption mechanism. For this, actions are consistently performed considering
the ring Z[X]/(XN - 1).

The operation result is shown in Fig. 3.

¥ NTRUEncrypt -

Key generation

Cryptosystem .
parameters Key generation Encryption
%]
. | Common message:
N jl 7: d=ddge3 g 10011101001
pe 3 | Generate r=(x"0) +x" 1+x"2ex"3+{x"6) +{x"10)
q= {7 | Encrypt
fodx"0e ()« (32 « ("5) o7+ 11
9 = X" Defa"1) #(x"3) ox"4o(x"9) x"10 .
Decryption
Clear )
fqe= 33333230233 Ciphertext 210-1-31-211-31
Output h= 11023312202

Public key: (h);
Private key; (),

Fig. 3. Appearance of NTRUEncrypt program

Fig. 4 shows the software results in the form of source text, encrypted and decrypted.

A my_text.ot — Brokrot (3] shifi_tet.bt — Bnofll RIa s e = ] X

@aiin  Mpaeka Qopmar| @ain  [Npaeka  ©opn ®aiin  Mpaska ®opwmat Bua  Cnpaska

TekcT 3To: nucemed| 'Ab p Pu EAI:, TekCT 3TO: NUCBEMEHHaA WM Ne4aTHaA GMKCauWa A
BuiCKazbieaHnAa unu cl *Ab&p MuB EAR p| pe4eBoOro BHICK3ZHEaHWA WAKM COODWEHMA B
peanusaumm;Bupaxen| €A t [MABI A..,d [l npoTMBononokHOCTE YCTHOW peanusaun;BupaxeHHan u
sHakos (Hesasucumo M@l AB ~  uB EAl| sakpenneHHas NOCpPeCTBOM ASHIKOBHIX 3HAKOB
peanuzauumn) syecte [IAMY My €P.. ] (He2aBMCMMO OT MMCLMEHHOR WAK YCTHOWR $OPMsl MX
T.4. nauTepaTyproro [°PAB&™Y Ew@l: ,,(d| peannzaumn) H4yBCTBEHHO BOCMPMHMMaEMan CTOpOHA
KOMMyHWKaUMK, o6na] EAC d YaB EP...p peyesoro, B T.4. AMTEPATYPHOro, NPOMSEEAEHWA;
(uenocTHOCTER) W o‘uBI]EPB"d‘;"D'-Iu@ Ab| MMHMManLHaA enuHWLA PEYEB0H KOMMYHUKaUMM,

Tekct so eropom =i Dugl A. ‘WEMBD;‘ T obnapganwan OTHOCHMTENLHEM EOMHCTEOM

B TpeTweM 3HaueHun @M@ VA.(tY (UenoCTHOCTLI) M OTHOCMTENLHOR aBTOHOMMEHR.
oTnpasHoi Toukoi e BIEP.$p ABI Pl I Texct so0 sTopom 3Hauennn, RENAKWMACA OgHUM M3
ycTavosnenue Ha oc|l AF*™ [ wBIEP.., ¥ acnekToe TekcTa B TpeTbem 3HaueHuu (a MMeHHO,
oTHowenmi mexay er$ Y LuBIEAD DY Ealero «nnaHom BipaxeHwa»), CnysuT oTnpaBHON TOHKO
Hepeako nog Tekctol EPB$d B I L"d¥l ecex $unonoruwyeckux npoueayp. Ero ycTaHoenedue
oT oTaencHoit mopdel Pe.p [AMEIEA ~VIN Ha ocHOBE KpUTHHECKOTrO M3yHeHMA MCTODMM TEKCTE M
ynoTpebnenne pazmul wEIEA,, .~ En@lEA. | oTHoweHMit Mexdy erc BapMaHTaMW COCTABMAET 2afgaqy
MCCNefoBaTeNbCKUX I(Ef-di’ Eu@le *t tekcTonorum. Hepegko nog TEKCTOM MOHMMAETCA
TekcT & TpeTsem 3n EP.$dY w@ AT. | Takxe nwBoi peYeEOA OTPe20K — OT OTAE/NbLHOM
«pevesoe npowssene| W@lAB p H BIEPD {mopdemu oo nuTepaTyps B UenoMm, OOHako Takoe
«reopun uenoro Tek/Qa IAB d ynoTpefnexsue pasmuiBaeT cneyuduky MOHATMA W BepeT
ceoux wacTeit, wau (\MBIIP, p¥ K HEYeTKOCTH MCCNefoBaTENbCKMX pesynsTaTos.
obnagaeT ussecTHOM| A. ‘}“']]EaBI]SfA.."pY“' TexkcT B TpeTbem 3HadeHuu (wcoobueHuen, wLemsi
creumnbmyeckoi opralll A" L BIIPB$di texcTs, «pedesoe npomzeemeqmen) — npegmer
opranmzaumeit stnx |En@l: (Y] w [IA)ocoBoro pasmena ¢unonorumm, «Teopun Lenoro
euyTpeuneil cTpykTy|P Pa@ A,{d a ETexkcTa», wnu nuHremcTuku TekcTa. B oTnmume oT o

Fig. 4. Software result

Experiments. The experimental research objective is to show and prove the advantages in the performance
characteristics of the developed cryptosystems in comparison with the analogue. (In this paper, an RSA public key cryp-
tosystem was chosen as an alternative [6].) In addition, it was necessary to compare the implemented NTRUEncrypt
algorithm and its modification in order to note the advantages of the latter and provide experimental evidence.
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To verify the results, the statistical Mann — Whitney U-test was used, which is intended for comparing two in-
dependent samples by the level of any feature measured quantitatively. The criterion enables to determine the degree of
difference between samples and is more powerful than the Rosenbaum criterion.

For the experiment, a third-party software implementation of the RSA cryptographic system was used. An el-
ement of the Stopwatch class was introduced in the source code of all three programs — NTRUEncrypt, RSA, and
NTRUEncrypt modifications. This class provides a set of methods and properties that can be used to accurately measure
the time spent on the execution. Thus, it became possible to record the results of the elapsed time at all three main stag-
es: key creation, encryption and decryption of the message. The experiment results are shown in Table 1.

Table 1
Experiment results

Ne NTRUEncrypt operate time, s NTRUf;lecrrmyzttﬁiifcaﬁon RSA operate time, s
Key generation
1 0.0239676 0.0190014 0.0964144
2 0.0149743 0.0109994 0.1023557
3 0.0129915 0.0099936 0.1372658
4 0.0170503 0.0099772 0.0491137
5 0.0139885 0.0099773 0.0869555
6 0.0139880 0.0099782 0.0587503
7 0.0129761 0.0099936 0.0986608
8 0.0139931 0.0109775 0.0707417
9 0.0139918 0.0099773 0.0595015
10 0.0169748 0.0099777 0.0517874
Encryption
1 0.0069961 0.0069770 0.0453772
2 0.0049961 0.0059796 0.0598658
3 0.0059954 0.0049965 0.0265461
4 0.0049966 0.0069966 0.0402407
5 0.0069765 0.0060854 0.0783415
6 0.0049961 0.0069989 0.0097463
7 0.0059795 0.0059954 0.0247876
8 0.0069961 0.0059954 0.0272320
9 0.0089956 0.0049798 0.0494907
10 0.0059954 0.0049744 0.0100916
Decryption

1 0.0009843 0.0009843 1.0624476
2 0.0010212 0.0010026 0.3692022
3 0.0010193 0.0009974 0.7651423
4 0.0009989 0.0009975 0.9922103
5 0.0030012 0.0009988 0.3056423
6 0.0010017 0.0009975 0.3757183
7 0.0009989 0.0009988 1.2844272
8 0.0010021 0.0009989 0.5902735
9 0.0010026 0.0009984 0.9932694
10 0.0009844 0.0009970 0.8740392
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The Mann — Whitney U-test is applicable to the results given in Table 1. Compare the key generation rate of
the NTRUEncrypt algorithm and its modifications.

Following the algorithm of the Mann-Whitney U-test, we criterion write the computation step by step.

1. Create a common ranked list of both samples assigning a lower value to a lower rank.

2. Divide the total ranked list into two consisting of the elements of the first and second samples.

3. Calculate the sum of ranks for the first and second samples separately, as shown in Fig. 5.

Ne Sample 1 Rank 1 Sample 2 Rank 2
1 0.0239676 20 0.0190014 19
2 0.0149743 16 0.0109994 9
3 0.0129915 11 0.0099936 6.5
4 0.0170503 18 0.0099772 1
S 0.0139885 13 0.0099773 2.5
6 0.0139880 12 0.0099782 5
7 0.0129761 10 0.0099936 6.5
8 0.0139931 15 0.0109775 8
9 0.0139918 14 0.0099773 2.5
10 0.0169748 17 0.0099777 4

Sums 146 64

Fig. 5. The second step of calculating the Mann-Whitney U-test

4. Calculate the value of the Mann-Whitney U-test: U = 9. The critical value of the criterion for the data n1 and
n2 should be determined from to the table of statistical significance level (Fig. 6).

Ukp

p=0.01 p=0.05

19 27

Fig. 6. The forth step of calculating Mann-Whitney U-test

Since the values of n1 and 2 are the same for all experiments, this table will be used in each calculation.

Hence it follows that the obtained empirical value U = 9 is in the zone of significance (Fig. 7). Consequently,
there is a significant difference between the speed of the NTRUEncrypt program and its modification. If this fact is ex-
pressed percentagewise, it turns out that the NTRUEncrypt modification is 28% faster than the program itself.

Axis of significance:

UO.OI UO,D)

Zone of

- Zoneof
insignificance

significance

19 27

Fig. 7. Axis of significance

Similarly, in shorthand, we present the results of the Mann-Whitney U-test and the percentage superiority for
the remaining cases.

Key generation

1. NTRUEncrypt modification is 28% faster than NTRUEncrypt. The obtained empirical value U =9 is in the
significance zone.

2. NTRUEncrypt program is faster than RSA by 80%. The obtained empirical value U = 0 is in the area of sig-
nificance.

3. NTRUEncrypt modification is faster than RSA by 86%. The obtained empirical value U = 0 is in the area of
significance.

Message encryption

1. The obtained empirical value U =47 is in the zone of insignificance.
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2. NTRUEncrypt program is f80%aster than RSA. The obtained empirical value U = 0 is in the area of signifi-
cance.

3. NTRUEncrypt modification is faster than RSA by 84%. The obtained empirical value U = 0 is in the area of
significance.

Decryption

1. NTRUEncrypt modification is 17% faster than NTRUEncrypt. The obtained empirical value U = 24 is in the
zone of uncertainty.

2. NTRUEncrypt program is faster than RSA by 99%. The obtained empirical value U = 0 is in the area of sig-
nificance.

3. NTRUEncrypt is99% faster than RSA. The obtained empirical value U = 0 is in the area of significance.

Discussion and Conclusions. In the framework of this research, the following is developed:

- software that implements the NTRUEncrypt cryptosystem operation;

- software that implements this cryptosystem modification.

One of the NTRUEncrypt advantages over its counterpart - the RSA cryptosystem, a higher speed of operation
can be specified. Performing encryption and decryption operations requires o(n?) operations, unlike O(r’) in the same
RSA. As for the experimental data, the NTRUEncrypt program wins significantly on the speed of the algorithm com-
pared to RSA. In addition, there is a slight increase in durability with the same key length. The disadvantage of the sys-
tem is the necessity for using the recommended parameters.

Regarding the NTRUEncrypt resistance, after the creation of quantum computers, the problems of fast factori-
zation and discrete logarithmation will be solved [7]. In this case, RSA, DSA, and similar algorithms will become use-
less. The relevance of NTRUEncrypt will remain: it will be fully applicable in the “post-quantum” era since there is no
algorithm that solves the problem of the shortest lattice vector.

The advantage of using the NTRUEncrypt algorithm modification is experimentally proven. The developed
application performs the general work on key generation, encryption and decryption 25% faster. In addition, it optimiz-
es the use of internal memory through reducing the weight of the original program file and the size of the private key.
When attempting to crack a ciphertext, cryptographic robustness and the complexity of using quantum algorithms are
manifested.
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