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Abstract

Introduction. Under designing, a large safety margin of components and units is included at the calculation stage, which
does not exclude premature failures that occur at random. The consequences of such failures are not only economic losses,
but also threats to the safety of people and the environment. In modern literature, the topic of assessing the reliability of
machines, considered as complex probabilistic systems that take into account not only the dynamic parameters under
operation, but also the processes of manufacturing the components of the system, is not sufficiently covered. Therefore,
to provide for the targeted management of the reliability of machines as complex technical systems, it is required to apply
the principles of cybernetics. The research objective is to study the method of monitoring the reliability of technical
systems by identifying the entropy of the causes of their failures.

Materials and Methods. The materials for the study were statistical data on machine part failures obtained through long-term
observation of the working condition of basic parts of lifting-and-shifting machines, as well as road and construction machines.
The paper used mathematical statistics and probability theory — a parametric method for assessing reliability with a simplified
approach, which assumes the deterministic behavior of the machine as a system with a predetermined functioning that does not
depend on external circumstances. The value of the safety margin is taken at a level greater than one.

Results. The degree of impact of the uncertainty of the reference values of the operating process, design features,
manufacturing technique of machine parts and the malfunctions that occur in them, on the final probability of failure-free
operation and reliability of machines is determined.

Discussion and Conclusion. The analysis of the theory of verification calculations of machines confirmed the compliance
of the obtained results with regulatory requirements. The conducted studies have proven that machines are deterministic
systems, whose behavior is specified in advance by the calculation. Therefore, it can be argued that the developed method
of monitoring the reliability of technical systems, based on identifying the entropy of the causes of failures, will allow
establishing a quantitative and qualitative relationship between the design, material, size, manufacturing technique of
machine parts, and failures that occur in them.
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OpueuﬂaﬂbHoe meopemuyieckoe uccnedosatue

MeTton KOHTPOJISA HAAC)KHOCTH TEXHUYECCKHUX CUCTEM IMYTEM BBIABJICHUA
SHTPOIIHU MPUYHH UX O0TKA30B
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JloHCKOM rocyaapcTBEHHbIN TEXHUYECKUI yHUBEpCUTET, T. PoctoB-Ha-Jlony, Poccuiickas deneparust
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AHHOTALHS

Begeoenue. [1pu KOHCTPYHUPOBAHUHU HA ITAIC MPOBEICHUS PACUCTOB 3aKJIAABIBACTCS OOJBIION 3amac MPOYHOCTH JICTAJICH
1 y3IIOB, YTO HE UCKIIFOYAET MPEeXIeBPEMEHHBIE OTKA3bl, UMEIOIINE CIyYalHbIH XapakTep. [locneacTBUsIMI TaKuX OTKa-
30B SBJISIOTCS HE TOJIBKO SKOHOMHUECKHUE MIOTEPH, HO M YTPO3bI 0€30IaCHOCTH JIFOISIM M OKpYyXaromieit cpene. B coBpe-
MEHHOH JHTepaType HeOCTAaTOYHO OCBEIICHA TeMa OICHKH HaJe:KHOCTH MAINH, paCCMaTPUBAEMBIX KaK CIIOKHBIE Be-
POSITHOCTHBIE CUCTEMBI, YUUTHIBAIOIINE HE TOJBKO JUHAMUYECKUE MapaMETPhI MPH SKCIUTyaTallud, HO U TEXHOJOTHYe-
CKHE MPOIECCHl N3TOTOBIICHUS COCTABHBIX JIeTaneii cucteMal. [loaTomy mist obecniedueHns efieHapaBIeHHOTO YIpaBiie-
HUS HAJICKHOCTHIO MAIIWMH, KaK CJIOXHBIX TEXHHYCCKHX CHUCTEM, HEOOXOIMMO MPUMEHSTH MPHUHITUIBI KHOCPHETHKH.
Henp nanHO# pabOTH — MCCIETOBAHNE METOIA KOHTPOJIS HA/IC)KHOCTH TEXHIUECKUX CHCTEM ITyTeM BBISIBIICHHS YHTPO-
MUY IPUYUH UX OTKA30B.

Mamepuanvt u memoovt. MaTtepranamu ISl UCCIEAOBAHUS MOCTY KN CTATUCTUYECKUE JAHHBIE OTKA30B JIeTalei Ma-
[IVH, TOJTYYeHHBIC ITyTEM MHOTOJICTHETO HAOTIOICHHS 32 PA00TOCITIOCOOHBIM COCTOSTHHEM 0a30BBIX JeTajel O bEMHO-
TPAHCIOPTHBIX, TOPOXKHBIX M CTPOMTEIBHBIX MAIlllMH. B paboTe mpuMeHsIach MaTeMaTHUYSCKasl CTATUCTHKA U TEOPHUS
BEPOSATHOCTEH — MapaMEeTPUUYSCKUI METO/ OICHUBAHUS HAJACKHOCTH TI0 YIPOIICHHOMY IOAXOIY, MPEIIOIarafoIeMy
JETePMUHAPOBAHHOE TIOBECHUE MAIIMHBI KAK CHCTEMBI C 3apaHee ONpeIeIeHHBIM ()YHKIIMOHHUPOBAHUEM, HE 3aBHUCSIIINM
OT BHEITHUX OOCTOSATENBCTB. 3HAYCHHUE 3aI1aca IPOYHOCTH MPHUHATO HA YPOBHE OOJBIE SIIMHHUIIBL.

Pezynvmamut uccnedosanusa. OnpeneneHa CTeNeHb BIMSHIS HEONPEISICHHOCTH UCXOHBIX 3HAYEHUN TpoIiecca dKc-
IUTyaTalud, KOHCTPYKTUBHBIX OCOOCHHOCTEH, TEXHOJIOTHH U3TOTOBIICHHS A€TANCH MAIINH U BOSHUKAIOIINX B HUX HEHC-
MPaBHOCTEH Ha HTOTOBYIO BEPOSATHOCTh OC30TKAa3HOM pabOThI M HaICKHOCTh MAIITHH.

Ooécyrcoenue u 3aKknrouenue. AHaIM3 TEOPUH MIPOBEPOYHBIX PACUCTOB MAIINH ITOATBEPIII COOTBETCTBHE MOTYICHHBIX
pe3yJIbTAaTOB HOPMATHBHBIM TpeOoBaHMsIM. [IpOBeICHHBIC HCCICIOBAHUS TOKA3bIBAIOT, YTO MAIIMHBI SBJISIOTCS ETEp-
MUHHUPOBAHHBIMH CHCTEMaMH, IOBEJICHHAE KOTOPHIX 3apaHee orpeaerseTcs pacaeToM. [103ToMy MOXKHO yTBEpKIaTh, 9TO
pa3pabOoTaHHbIH METOI KOHTPOJIS Ha/IS)KHOCTH TEXHUYCCKUX CUCTEM, OCHOBAHHBINM HA BHISBJICHUU SHTPOIHMU MPUYUH OT-
Ka30B, MTO3BOJIMT YCTaHABINBATH KOMTUICCTBCHHYIO M KAUECTBCHHYIO B3aUMOCBS3b MEKIY KOHCTPYKIIUCH, MaTCpHAIIOM,

pasMeEpom, TEXHOJIOTUEH U3rOTOBJICHMS JIeTaJeH MaIlluH U OTKa3aMH, BOSHUKAIOIIUMHU B HUX.
KiroueBble ciioBa: cucrema KOHTPOJIAA HAAC)KHOCTU, SHTPOIINA, MallliHa, OTKa3, AETCPMUHUPOBAHHAA CUCTEMA

BaarogapHocTH. ABTOPBI BRIPAXKAIOT 0J1ar0JapHOCTh PEIAKIIUK )KYyPHAIA M PELICH3SHTaM 32 BHUMATEIbHOEC OTHOIIICHHE
K CTaTh€ M YKa3aHHBIC 3aMEeUaHMsI, KOTOPEIE MTO3BOJIIIIH IIOBBICUTH €€ Ka4eCTRBO.

Jonst umrupoBanmusi. Pridak A.T., TemnsxoBa C.B., Pynoir [I.B., Ombmesckas A.B., IlpyrxoB A.C. DHTporus Kak
WHTETpaTBHBIA TIOKa3aTelh HAJISKHOCTH CIIOKHBIX TEXHUIECKHUX cucTeM. Advanced Engineering Research (Rostov-on-Don).
2025;25(2):112—-119. https://doi.org/10.23947/2687-1653-2025-25-2-112-119

Introduction. Technological progress and the constant complication of technical systems and equipment make
reliability a key factor in determining the efficiency of their operation. The importance of providing the required level of
reliability of complex technical facilities is due not only to the possible emergence of economic costs, but also to the
evolution of safety threats to people and the environment.

Conducting strength calculations when designing machines shows the adoption of significant reserve factors of parts,
eliminating the possibility of breakdowns. Therefore, it can be mistakenly assumed that malfunctions and failures are
caused by errors in design and/or low quality of manufactured mechanisms. Indeed, miscalculations by designers and
calculators, poorly manufactured parts or materials can be the cause of individual breakdowns and malfunctions [1].
During the refining process, the vast majority of errors are eliminated, but this does not lead to a significant increase in
the reliability of the machine [2].
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As previously conducted studies show, the causes of failures are random, and the factors affecting the level of randomness
may include changes in the following parameters: the interval between failures, the order of failure of parts or units, the time it
takes to restore the machine functionality, etc. Therefore, a machine, as a complex system, exhibits various degrees of
uncertainty while in operation, which is associated with entropy and makes it a probabilistic system [3]. The conducted analysis
of the literature showed insufficient elaboration of the issue of monitoring the level of dependence of the reliability of a complex
system not only on the operation process, but also on the manufacturing of the components of the system.

The method of managing the reliability level of technical systems with targeted identification of the entropy of the
causes of failures, linking the design, material, size, manufacturing technique and operating features of parts, will allow
predicting the frequency and intensity of failures, and this will have a positive effect on the level of failure-free operation
of the entire mechanism.

Therefore, the objective of the presented research is to study the method of monitoring the reliability of technical
systems through identifying the entropy of the causes of failures, that allow establishing quantitative and qualitative
relationships between the designs, materials, sizes, and manufacturing techniques of machine parts with the failures that
occur in them.

Materials and Methods. The materials for the study were data on failures of basic parts of lifting-and-shifting, road
and construction machines, obtained as a result of long-term monitoring of their condition. The analysis of such
information has confirmed that the practical level of reliability of machines is provided in the process of their design.
Certain decisions taken in the process of designing and refining machines ultimately determine their reliability as a
combination of trouble-free operation, durability and maintainability [4—5]. As practice shows, machine failures are fairly
common phenomena that affect safety and the amount of damage caused to varying degrees (Fig. 1).
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Fig. 1. Reasons for machine failures

As is known, at present, reliability calculations for machine components and parts are not performed. At the same time, the
designer determines (albeit unconsciously) the reliability of parts, components and the machine as a whole — by establishing
certain dimensions and shape of parts, accepting the value of the safety margin, assigning the grade of steel, heat treatment
mode, surface purity, the nature of the mating and interaction with other parts, [6]. Therefore, the reliability parameters of
machines manufactured in strict accordance with technical specifications are completely determined by the design
organization — the author of the machine design [7].

In the process of serial production, deviations from drawings, technical conditions, obvious and hidden defects, etc., are
possible. In some cases, engineering specifications contain unclear technical conditions for the manufacture and acceptance of
parts and units, which allow for their free interpretation towards deterioration in quality. In order to eliminate obvious defects
as much as possible, prior to putting the machines into operation, they are pre-run under load [8]. However, numerous machines
do not undergo running-in due to the lack of required areas. Therefore, at the initial stage of machine operation, so-called
running-in failures occur, whose frequency depends on the quality of the machine manufacture and gradually decreases to zero.
Poor assembly quality leads to the need for additional maintenance of machines during the initial period of their operation.

It should be noted that running-in failures are caused by the most serious defects in the manufacture of machines.
However, hidden defects (poor quality of heat treatment and welding, below-standard strength of the materials used,
poorly executed sealing, etc.) manifest themselves in additional failures [9]. Thus, the design organization determines all
the parameters of machine reliability, i.e., failure-free operation, durability and maintainability throughout their entire
service life [10—12]. The manufacturer to a greater or lesser extent reduces the degree of reliability of machines, which
manifests itself mainly at the beginning of their operation.
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Even more significant damage is caused by so-called premature failures, which result in significant economic costs
and can also be dangerous to human health and life [13].

As practice shows, reliability as a science does not lose its relevance over time, and ultimately, the objective of
reliability management is to identify its quantitative parameters and actively affect them. This management consists in
making the connection between the operation of machines, their design and manufacture [14].

Issues of rational control of complex probabilistic systems of any nature (from complex automatic self-guided systems to a
living organism or community) with dynamic parameters are considered by cybernetics. These control processes include the
collection, transmission, storage and processing of information. When analyzing a complex system, information from the
external environment is also taken into account, which affects the behavior and state of the system [15]. Control is based on the
principle of feedback, which allows the controlled process to be linked to the system under consideration.

Based on the principles of cybernetics, the process of machine operation can be controlled by less downtime, reduction
of the volume of repair work and increase of the service life [16]. To provide the control process on the part of the
manufacturer and/or design institute, it is necessary to set up feedback, i.e., to get comprehensive information on the
operational reliability of the machine. To obtain reliable results, installations are used that allow resource tests to be
performed under conditions close to real ones.

The question arises about the content and specificity of information suitable for targeted management of machine reliability
for studying the method of monitoring the reliability of technical systems through identifying the entropy of the causes of failures
in order to take into account the measure of uncertainty of the physical system under consideration [17]. In cybernetics, this
value is entropy, which is defined as the sum of products of the probabilities of various states of the system multiplied by the
logarithms of these probabilities taken with the opposite sign.

H==-)"" P logP, (M

where P; — probability of the i-th state of the system; » — number of possible states of the system.

Entropy allows taking into account the amount of the eliminated uncertainty. The opposite sign shows the direction
of the processes to indicate the nonequivalence of the direct (failure occurrence) and reverse (performance restoration)
processes in real operating conditions.

Machines, as complex systems, consist of elements — parts. Each part/unit of machines can be considered as a simple
system, which is in two states: serviceable or faulty. Thus, it becomes clear that the degree of uncertainty of the operation
of the i-th part can be determined using formula [18, 19]:

H=-[K, logK,+K, logK, |, Q)
where K;,, — readiness coefficient of the i-th part; K;,, — probability of a faulty condition of a part.

The readiness coefficient of a part is determined by the following relationship:

L )

’ Ti+T;‘B’

where 7; — mean time between failures of the i-th part, i.e., its average time of nonfailure operation; 7;3 — average time
to restore the machine when the i-th part fails.
Relative duration of downtime of a part:

Kin :l_Kip7 (4)
or
T
in = . (5 )
T, +Tp
The reliability of a part is determined by its service life. If t = Tp — service life of a part, then the service life distribution law:

This function is the probability of failure of the part before moment 7p. It completely determines the reliability of
this part [20, 21].
And the distribution density of this function is called the failure rate:

g
90 = dt(t) : )
The following approximate relationship exists between the cycles to failure of a part and its reliability indicators:
2
[1-0u]
To="—my (®)

q(t)
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In the statistical reliability theory, the reliability parameters of a part are expressed by the probability of failure-free
operation F(¢) and failure rate A(f), which are determined from the following formulas:

Fy=1-0(1), ©)
_a()
M=%y (10)
Hence,
Q(,)zl—F(t), (11)
Substituting the expression for O(f) and ¢(#) into equation (7), we obtain
r(1) =24 (13)

Then, the part readiness coefficient

K = _ (14)

and the relative duration of downtime of the part

s T
Ky =T (s)
Fi(1)+2 ()T
We substitute expressions (11) and (12) into (2) and obtain an equation for the entropy of the part:
Fi(t Fi(t M) T, A(2)T;
Hl(t)z— 1() 1() 1() B 1() B (16)

() (O S F (MO F ()0 ()T S F ()40 ()T |
Understanding that the failures of machine parts are independent of each other, the machine from a cybernetic point
of view can be represented as a complex system obtained by combining simple systems — the parts that make up the
machine.
Therefore, according to the entropy addition theorem, when combining independent systems, their entropies are added
up. This means that the entropy of the machine operation is determined by the following formula:

H(t):Zm:Hi(t), an

where m — number of parts that make up a machine.
Substituting value H,(7T) here, we obtain the formula for determining the failure entropy of the entire machine:

H, (r):i{ A(1) log Al ()T log M (1) T . (18)
F(t)+M ()T " F(t)+0 ()T F(1)+0 ()T~ F()+0 ()T
The authors of the article believe that the entropy value obtained for the entire machine with a significant exhausted
resource will tend to unity.
Research Results. As an example, the study determined the entropy of one of the basic parts of a loader — a boom,
whose availability factor (probability that the loader boom is currently in serviceable condition), adopted by the
manufacturer, is equal to Kj, = 0.9, and the relative duration of downtime is K;, = 0.1. The entropy of the part, according

to dependence (2), will be

H=- [O.9log 09+0.1log O.l] =0.14.

As the readiness coefficient increases to K;, = 0.95, entropy H tends to zero:
H= —[0.95 log 0.95+0.05/og 0.05] =0.08.

If we consider the issue of replacing the boom, the duration will be approximately one work shift, but the costs in this
case will be high, since they include the purchase of a new boom (approximately 112 thousand rubles). Repairing the
boom is cheaper in terms of components, but its duration increases by an order of magnitude depending on the complexity
of the repair.
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That is, if we consider a loader boom, for which the availability factor declared by the manufacturer is equal to
Ki, = 0.9, and the relative duration of downtime is K, = 0.1, then entropy will be:
) ) 11 11
Hl(t)=—[ 0.9 log 0.9 N 0.1-10 log 0.1-10 }:
0.9-0.1-10 ~0.9:0.1-10 0.9-0.1-10 ~ 0.9-0.1-10
=—(0.4710g 0.47+0.50g 0.5) = —(0.32+(-28)) = 0.6.

Thus, the degree of impact of the uncertainty of the initial values on the final probability of failure-free operation and,
as a consequence, on the reliability of the machine is determined. A method for monitoring the reliability of technical
systems based on identifying the entropy of the causes of failures, taking into account the quantitative and qualitative
relationships between the design, material, dimensions and manufacturing technology of machine parts with the failures
that occur in them, is developed.

Discussion and Conclusion. The study of the method of monitoring the reliability of technical systems by identifying
the entropy of the causes of failures is a method of simplifying calculations, consisting in the determination of the machine
operation [5]. The use of entropy in calculations allows taking into account the amount of the uncertainty of the
relationship between quantitative and qualitative characteristics with design features, materials, dimensions, and
processes of manufacturing machine parts, and the malfunctions that arise in them.

The conducted study of this relationship shows that the entropy of the loader operation, changing over time, is
determined by the reliability characteristics and conditions of restoration of the machine components (units and parts).

The entropy of a complex machine system grows with the extension of its lifetime. This is confirmed by the increase
in the frequency of fatigue processes, plastic deformations, and the degree of wear. When a certain level of entropy is
reached, the operation of the machine is limited, and a major overhaul is performed, which helps to reduce the entropy of
the machine operation.

In the process of targeted management of the operational reliability of the machine, the accuracy of the incoming
information about the state of the system is very important. Such information should contain the actual, time-varying
reliability (failure-free operation and maintainability) of all the components of the machine — units and parts.

Obviously, achieving zero entropy of a machine as a complex system is possible not only by analyzing quantitative
indicators of component reliability, but also through identifying the causes of failures. Then, the volume of information
under study when studying a sample lot of objects (parts, units, machines), obtained under operation, increases
significantly. Conducting a special analysis allows us to determine the causes of component failures and provide clear
recommendations for their elimination.

Thus, the authors have proven that the method of monitoring the reliability of technical systems by identifying the
entropy of the causes of failures considered in the research provides for effective control of the reliability of complex
systems, taking into account not only the operational causes of failures, but also design features, materials, dimensions,
and manufacturing of parts. The application of this method of reliability control of complex systems will make it possible
to develop a reliability management system with identification of failure causes. This will make it possible to consider
the machine not as a probabilistic system, but as a deterministic system, where the change in reliability is precalculated.
Although the need for reliability management is decreasing, reliability control will probably remain an important

requirement to prevent possible errors in machine design.
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