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Abstract 
Introduction. In the context of digitalization of the agricultural sector, precision farming becomes a key driver of 
sustainability: wireless sensor networks (WSN) provide continuous monitoring of edaphoclimatic parameters and plant 
health, supporting yield forecasting and resource optimization while reducing operational risks. Despite significant 
progress in research on energy efficiency, routing, and topologies of WSN, the issue of their systemic reliability in real 
agricultural scenarios has been addressed only fragmentarily. Existing theoretical approaches rely on graph theory, 
Markov and quasi-deterministic models to assess connectivity and fault tolerance but do not sufficiently account for 
battery degradation, radio channel variability, and external factors (microclimate, interference), as well as their combined 
effects. The objective of this article is to develop a methodological approach to enhance the reliability of WSN for 
monitoring agricultural objects through a multilevel model that integrates network parameters, hardware properties, and 
external actions.  
Materials and Methods. To develop the model, methods of system analysis were used, including analysis and synthesis 
of previously known models and algorithms for controlling the WSN for various levels of network interaction. At the first 
stage, analytical models of each level were examined: operating conditions of radio devices; physical channels with 
interference and hardware distortions; energy losses of nodes in channels with variable environmental characteristics; 
linear WSN with heterogeneous radio communication segments and clustering of WSN. At the second stage, an analysis 
of WSN control algorithms was conducted: selection of transmission modes with minimal signal distortion; optimization 
of signal structure with minimal Bit Error Rate (BER); control of data packet length and transmitter power; balancing of 
energy losses in relay nodes, as well as routing with minimal time and energy losses. At the third stage, the synthesis of 
the obtained results was performed, presenting a hierarchical monitoring infrastructure for the agricultural object that 
considered all levels of WSN interaction, parameters of sensor nodes, and the external actions.   
Results. A methodological multilevel approach to increasing the reliability of WSN for monitoring agricultural facilities 
has been proposed and substantiated. This approach integrates network parameters, equipment properties, and external 
actions. It is validated by modeling the improvement of energy efficiency, reduction of delays, and increase in fault 
tolerance. Within this framework, a five-tier hierarchical concept of multilevel network infrastructure for monitoring agro-
industrial objects based on WSN has been developed. It incorporates models and algorithms at the levels of: devices, 
physical channels, data transmission channels, linear routes, and networks. Single-level and inter-level dependences 
linking performance indicators, destabilizing factors, and controllable parameters have been established. 
Discussion. The presented approach addresses the gap between energy models and the consideration of 
dynamic/information constraints of nodes, while also taking into account the actual operating condition of modems, and 
the thermal dependence of power sources. The multilevel integration of criteria (from signal shape correlation indicators 
to network probabilistic metrics of WSN integrity) allows for the alignment of local optimization and system goals, 
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reducing the risk of conflicts between levels. The principle of level matching and external augmentation provides iterative 
adjustments of requirements and parameters, which increases the robustness of decision-making to environmental 
uncertainty and channel heterogeneity. Constraints of the current work include the need to calibrate models for specific 
hardware profiles, the dependence of efficiency on available PHY/MAC modes and ARQ protocols, and sensitivity to the 
accuracy of interference environment and temperature assessments. 
Conclusion. The developed models and algorithms across five levels provide the specified metrics of interference 
resilience, delivery time and energy consumption with the minimum required involvement of resources, which increases 
the survivability and service life of the WSN. The proposed approach creates the basis for the transition to systemically 
designed, reproducible solutions in precision agriculture. It reduces resource costs and environmental impact, and also 
increases the sustainability and profitability of agricultural production. Scaling requires field testing and publication of 
reference configurations and codes for reproducibility.  
Keywords: wireless sensor network, agricultural facility, reliability, network infrastructure, physical data transmission 
channel, signal distortion, routing algorithms 
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Аннотация 
Введение. В условиях цифровизации агросектора точное земледелие становится ключевым драйвером устойчиво-
сти: беспроводные сенсорные сети (БСС) обеспечивают непрерывный мониторинг почвенно-климатических пара-
метров и состояния растений, поддерживая прогнозирование урожайности и ресурсную оптимизацию при сниже-
нии операционных рисков. Несмотря на значительный прогресс в исследованиях энергоэффективности, маршрути-
зации и топологий БСС, проблема их системной надежности в реальных агросценариях освещена фрагментарно. 
Существующие теоретические подходы опираются на теорию графов, марковские и квазидетерминированные мо-
дели для оценки связности и отказоустойчивости, но недостаточно учитывают деградацию батарей, вариативность 
радиоканала и внешние факторы (микроклимат, помехи), а также их совместное влияние. Цель данной статьи — раз-
работать методический подход к повышению надежности БСС для мониторинга агрообъектов посредством много-
уровневой модели, интегрирующей сетевые параметры, свойства аппаратуры и внешние воздействия.  
Материалы и методы. Для разработки модели были применены методы системного анализа, в т.ч. анализа и 
синтеза ранее известных моделей и алгоритмов управления БСС для различных уровней сетевого взаимодействия. 
На первом этапе рассмотрены аналитические модели каждого уровня: технического состояния радиоустройств; 
физического канала с помехами и аппаратурными искажениями; энергопотерь узлов в канале с переменными ха-
рактеристиками среды; линейной БСС с гетерогенными участками радиосвязи и кластеризации БСС. На втором 
этапе произведен анализ алгоритмов управления БСС: выбора режима передачи с минимальными искажениями 
сигналов; оптимизации структуры сигнала с минимальным BER; управления длиной пакета данных и мощностью 
передатчика; маршрутной балансировки энергопотерь в узлах ретрансляции, а также маршрутизации с минималь-
ными потерями времени и энергии. На третьем этапе произведен синтез полученных результатов, представлена 
иерархическая инфраструктура мониторинга агропромышленного объекта, учитывающая все уровни взаимодей-
ствия БСС, параметры сенсорных узлов и влияние внешних факторов.  
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Результаты исследования. Предложен и обоснован методический многоуровневый подход к повышению надеж-
ности БСС для мониторинга агрообъектов, интегрирующий сетевые параметры, свойства аппаратуры и внешние 
воздействия, подтвержденный моделированием повышения энергоэффективности, снижения задержек и роста 
отказоустойчивости. В рамках этого разработана пятииерархическая концепция многоуровневой сетевой инфра-
структуры для мониторинга агропромышленных объектов на базе БСС, интегрирующая модели и алгоритмы на 
уровнях: устройства, физического канала, канала передачи данных, линейного маршрута и сети. Получены одно-
уровневые и межуровневые зависимости, связывающие показатели эффективности, дестабилизирующие фак-
торы и управляемые параметры.   
Обсуждение. Представленный подход устраняет выявленный в литературе разрыв между энергетическими мо-
делями и учетом динамических/информационных ограничений узлов, а также учитывает реальное техническое 
состояние модемов и термозависимость источников питания. Многоуровневая интеграция критериев (от корре-
ляционных показателей формы сигнала до сетевых вероятностных метрик целостности БСС) позволяет согласо-
вывать локальные оптимизации и системные цели, уменьшая риск конфликтов между уровнями. Принцип согла-
сования уровней и внешнего дополнения обеспечивает итеративную корректировку требований и параметров, 
что повышает устойчивость принятия решений к неопределенности среды и гетерогенности каналов. 
Ограничениями текущей работы являются: необходимость калибровки моделей под конкретные аппаратные про-
фили, зависимость эффективности от доступных режимов PHY/MAC и протоколов ARQ, а также чувствитель-
ность к точности оценок помеховой обстановки и температурных режимов.  
Заключение. Разработанные модели и алгоритмы на пяти уровнях обеспечивают достижение заданных показате-
лей помехоустойчивости, времени доставки и энергопотребления при минимально необходимом задействовании 
ресурсов, что повышает живучесть и срок службы БСС.  Предложенный подход создает основу для перехода к 
системно спроектированным, воспроизводимым решениям в точном земледелии, снизит ресурсные затраты и 
экологическую нагрузку, а также повысит устойчивость и рентабельность агропроизводства. Для масштабирова-
ния необходимы полевые испытания и публикация эталонных конфигураций и кодов для воспроизводимости. 

Ключевые слова: беспроводная сенсорная сеть, агропромышленный объект, надежность, сетевая 
инфраструктура, физический канал передачи данных, искажение сигнала, алгоритмы маршрутизации 
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Introduction. The development of the agricultural industry is inextricably linked to the implementation of modern 
digital control systems through the concept of the Internet of Things (IoT) [1]. One of the key technological concepts of 
precision agriculture is wireless sensor networks (WSN) [2]. The use of this technology allows for the transition from 
reactive to predictive and precise control. WSN is actively used for monitoring agricultural facilities, including: 

− soil condition monitoring [3] (measuring moisture, temperature, pH, NPK (nitrogen, phosphorus, potassium) content, 
and salinity level) [4, 5]; 

− microclimate control in greenhouses and vegetable storage facilities (measuring air temperature, relative humidity, 
illumination level, CO₂ concentration [6]; 

− monitoring plant health, identifying diseases and pests, and predicting productivity (measuring leaf area index (LAI), 
chlorophyll levels, and temperature stress) [7]; 

− management of livestock enterprises (determining the location of animals (GPS, RFID), measuring physical activity, 
body temperature, and heart rate) [8]. 

The key benefits of digitalization in agricultural production include optimized energy consumption, which reduces 
costs for water, electricity, fertilizers, and pesticides by 20–30%, and increases yield and product quality by 10–15%. 
From an environmental perspective, precision management reduces greenhouse gas emissions through optimizing 
logistics and agrochemical application. A systematic approach to digitalizing agribusiness enables remote monitoring and 
management, as well as data-driven decision-making. 

Despite the achievements, the problem of providing the reliability of WSN has not yet found a complete solution to 
most applied problems, although the first studies in this area date back to the early 2000s [9]. A common shortcoming of 
existing research on the reliability of WSN is the emphasis on the dynamic and information constraints of nodal modules, 
rather than on their energy potential. This leads to an incomplete consideration of factors affecting reliability. For example, 
in [10], despite the consideration of the energy consumption model and the power supply capacity, the volume of data 
and energy costs for communication remain without due attention because of their impact on the interlayer performance 
indicators of the WSN. 

https://doi.org/10.23947/2687-1653-2025-25-4-2238
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On the other hand, overestimating the impact of destabilizing environmental factors causes irrational and excessive 
consumption of energy resources. Some of these shortcomings are taken into account in [11], where the reliability 
assessment is based on the hierarchical trust rule base method. Nevertheless, a significant number of factors affecting the 
reliability of WSN remain, including:  

1. limited computing power and capacity of sensor nodes.  
2. non-renewable power sources in most practical applications.  
3. simple architecture and software of nodes, which do not allow for complex computing tasks.  
4. vulnerability of WSN to attacks due to the use of open communication methods.  
5. deployment of sensor nodes under difficult operating conditions leading to their premature failure. 
However, numerous studies fail to take into account the actual technical condition of sensor nodes. Mass production 

technology for inexpensive electronic devices does not provide high accuracy and reproducibility of their characteristics. 
The major challenge in deploying WSN remains the limited energy supply of sensor nodes, with no ability to recharge or 
quickly replace batteries. Therefore, minimizing energy consumption becomes paramount even at the network design 
stage. Improving the energy efficiency of sensor network nodes is a priority [12]. 

Scientific research on the analysis of operating time of the WSN node shows that the most energy-dependent operating 
modes are the active traffic transmission modes [13]. This is due to the operation of the network interface during the 
reception, transmission and waiting for data. 

Power supply reliability plays a key role, as in numerous cases there is no redundancy. A power supply failure, 
particularly a reduction in its capacity, can disable a local sensor node and, consequently, affect the operation of the entire 
network. The problem is compounded by the limited maximum capacity of the batteries used and the significant cost 
difference between higher-capacity power supplies. 

A number of methods are proposed to reduce the energy consumption of sensor nodes, in particular: approaches aimed 
at saving energy through optimizing the operating cycles of the transmitter; methods for adapting the transmitter and 
receiver to changing external conditions; methods for optimizing routing and correcting the network topology taking into 
account the energy consumption of each node [14]. Various energy balancing methods are used to equalize the power 
consumption of all network nodes. Furthermore, one solution to this problem is to optimize WSN coverage, including 
cluster and non-cluster approaches [15]. 

However, known studies lack sufficient scientific groundwork in the area of multi-level research into WSN designed 
for monitoring agroindustrial facilities. A method for analyzing local and global states of hierarchical multicomponent 
systems under uncertainty is presented in [16]. However, without adaptive tracking of the boundaries of the uncertain 
impact of environmental factors, it is difficult to formulate decisions on the economical use of network resources. The 
multilevel synthesis methodology developed in [17] offers a set of iterative procedures for end-to-end system design, 
from the formation of the initial design to working detailing, but its applicability is limited to the initial phases of the life 
cycle, including development and design. 

A number of principles and models for making coordinated decisions for various levels and stages of the functioning 
of the WSN are presented in [18]. Most of these studies rely on the principle of vertical “top-down” decomposition, 
according to which the characteristics of the synthesized system are determined using a multi-level procedure: from a 
general system model with corresponding indicators, parameters of conditions, constraints and control — to lower-level 
models with their indicators and parameters. The disadvantage of this approach is the rigidity and low efficiency of 
management, since the decision-making process does not include a preliminary detailed analysis of the resource potential 
of lower-level elements. 

Current research [19] proposes the implementation of multilevel synthesis of WSN based on the principles of level 
coordination and external supplementation. According to the first principle, requirements formed at any level of the 
system act as constraints when selecting models and determining the functional capabilities of the underlying levels. If 
these requirements cannot be met, iterative adjustments to the conditions and results of modeling at higher levels are 
made. The principle of external supplementation involves obtaining results at the lower level, verifying them through data 
and methods from higher levels, and, if necessary, refining these results when moving on to the synthesis of the higher-
level system. 

Despite the significant benefits of using modern digital technologies to intensify agricultural production, including a 
20–30% reduction in production costs and a 10–15% increase in yields, the active implementation of such solutions is 
hampered by the lack of a systematic approach to the technical implementation of digital infrastructure. Each of the 
solutions discussed in the literature contributes to improving the energy efficiency of the food processing system. However, 
in the context of the objectives posed in this study, their direct application is difficult or impossible. 

The literature review revealed a significant gap in scientific knowledge: lack of comprehensive, multilevel models of 
precision farming systems based on the WSN platform. Such models should be designed to comprehensively address 
issues related to energy resource depletion and limitations of sensor node radio transmission elements. 
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The objective of this research is to develop a new methodological approach to providing the reliability of wireless 
communication systems. The approach is based on the creation of a comprehensive, multilevel model of the network 
infrastructure for monitoring agricultural facilities, taking into account not only WSN parameters and external factors, 
but also the synergistic effect of their interaction, including structural-energy, frequency-dynamic, and topological-
dynamic aspects. 

Materials and Methods. To develop a comprehensive multilevel model of network infrastructure for monitoring 
agro-industrial facilities (Fig. 1), a systems approach was used. Decomposing the hierarchical model into five levels 
formed the basis of the study. Specific models and algorithms were previously developed for each level to provide a 
synergistic effect. The research methodological framework included original results obtained and published by the authors. 
The key models and algorithms summarized in the developed model are presented below. 

A model of the technical condition of the facilities was used at the device level. The coefficient of mutual correlation 
of the reference and distorted signals was used as a criterion for assessing the state of the radio equipment [20]. This 
indicator demonstrated a high sensitivity to types of degradation, such as intersymbol distortions and additive noises. To 
optimize power consumption at this level, algorithms for selecting a transmission mode with minimal distortion were 
used. These algorithms analyze the communication channel quality in real time and dynamically switch the modulation 
and transmitter power, providing a balance between communication reliability and efficient resource use. This approach 
improves both the reliability and battery life of the device. 

At the physical channel level, a channel model with interference and hardware signal distortions was used [21]. 
Analytical models of WSN communication channels represented the dependence of the bit error probability during 
incoherent reception of messages on the energy and stochastic parameters of the distorted signal and additive interference 
at the receiver input. These models provide highly accurate predictions of communication quality under unstable fading 
and impulse noise conditions. This level utilizes an algorithm for optimizing the signal structure with a minimum bit error 
rate (BER). Its operation is based on the adaptive symbol duration selection and the use of hidden error-correcting coding, 
which guarantees reliable data transmission while maintaining total channel throughput. 

At the data link channel level, a model of node energy losses in a channel with variable environmental 
characteristics was used [22]. This model established an analytical relationship between the bit error probability (BEP), 
node heating temperature, signal fading depth in the channel (Rician K factor), and signal-to-noise ratio (SNR). Taking 
into account the thermal state of the node allowed us to predict its energy consumption and reliability during operation. 
A specialized algorithm was used to manage data packet length and transmitter power. It dynamically balanced the 
need to retransmit short packets and the energy costs of transmitting long ones, minimizing the total energy loss in a 
changing interference environment. This significantly increased network battery life without compromising the 
reliability of transmitted information. 

At the route level, a linear WSN model with heterogeneous radio sections and algorithms for route balancing of energy 
losses in relay nodes were used [23]. Analytical models of time and energy losses took into account internode distances, 
transmitter power, and the characteristics of multipath signal propagation. Based on the dependence of time losses on the 
number of relays, heterogeneous WSN deployment algorithms with a criterion for minimizing network delay were used, 
which did not limit resources. This provided scheduling flexibility for both resource-rich and resource-constrained tasks. 
Balancing algorithms redistributed the load between nodes, preventing premature failure due to energy depletion and 
extending the overall network lifespan. Thus, this combination of models and algorithms optimized the key network 
metrics — energy efficiency, latency, and survivability. 

At the network level, a WSN clustering model was used that took into account mutual interference in channels and 
the residual charge of node batteries, as well as routing algorithms with minimal time and energy losses [24]. The 
conducted research made it possible to form a sufficient number of connections between nodes that met communication 
reliability criteria, standardized in accordance with the requirements for noise immunity and timeliness of data packet 
transmission. Routing algorithms dynamically adapted to changing interference levels and node residual energy, selecting 
a path that balanced delivery speed and energy consumption. The simulation results enabled the implementation of 
network topology and clustering management algorithms. These algorithms provided self-healing of the network in the 
event of key node failures and allowed for load redistribution to prevent overload of individual clusters. This approach 
increased fault tolerance and overall network lifespan in dynamic interference environments. 
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Fig. 1. Scheme of a multilevel network infrastructure for monitoring agricultural facilities based on wireless sensor networks 

Results. The research resulted in a multilevel network infrastructure for monitoring agricultural facilities. The 
components of this system are presented in Table 1. 

Table 1  
Components of a Multilevel Reliability Management System for WSN  

with Account of Various Destabilizing Factors 

Level ν 
of 

Destabilizing 
factors ξ(ν) 

Performance indicators 
φ(ν) 

Managing optimized 
parameters ϖ(ν) 

Resource 
limitations Ων 

Additional (proposed 
for consideration) 

conditions ζ(ν) 

1 – device 
Hardware 

defects that 
distort signal 

Relative signal distortion 
index 

Redistribution of 
energy in signal 
frequency band 

Regime 

Radio frequency 
fingerprints of 

modems with various 
defects 

2 – physical 
channel 

Off-net 
interference with 

variable 
frequency 

Bit error rate (BER) 
Selection of phase-
code structure of 

signal 

Structural-
code 

Unevenness of signal 
spectra and 
interference 

3 – data link 
channel 

Variability of 
ambient 

temperature, 
multipath signals 

Packet loss probability 
(PER), retransmission 

rate. Node energy loss per 
communication round 

Data packet 
fragmentation. 

Optimization of 
transmission power 

level 

Energy; 
presence of 

ARQ protocol 

Temperature-
dependent discharge 

characteristics of 
batteries 

4 – linear 
route 

Heterogeneity of 
different route 

sections 

End-to-end packet delay. 
Node energy balance 

Adaptive alternation 
of node activity 

Hardware; 
dynamic 

Features of radio wave 
propagation 

5 – network 

Mutual 
interference from 

neighboring 
nodes 

Number of alternative 
data transmission routes 

Network topology and 
clustering 

management 
Topological 

Topographic 
conditions of node 

placement 
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Based on the results obtained, the method of multilevel synthesis of WSN is defined as an iterative process consisting 
of the sequential determination of signal parameters, functional and mobile modes of network nodes, taking into account 
the limited resources of each level.   

As shown in Figure 1, this study presents the following levels of analysis and synthesis of WSN: Θ1 — device;  
Θ2 — physical channel; Θ3 — data link; Θ5 — linear route; Θ5 — network. 

Each group of characteristics Θν = {φ(ν), ξ(ν), ϖ(ν)}, where ν = 1, 2, 3, 4, 5, includes the following indicators: 
1)  performance indicators φ(ν) ∈ Φν, determining the level of achievement of target noise immunity factors as a 

result of the application of synthesized algorithms. In the context of the subject area under consideration, such indicators 
include: φ(1) — coefficients of mutual correlation of the distorted and reference signals (characterizing the degree of their 
overlap in the frequency-time domain); φ(2) — bit error probability; φ(3) — packet retransmission frequency upon detection 
of a corrupted bit; φ(4) — end-to-end delay of the transmitted packet, energy balance of nodes along the route;  
φ(5) — probability that the time of the integral state of the WSN is not less than the period required by the supersystem 
(for example, the growing season of an agricultural crop); 

2)  key destabilizing factors ξ(ν) ∈ Ξν, that directly affect the values of parameters φ(ν): ξ(1) — hardware defects in the 
node modem that distort the generated signal; ξ(2) — interference with a spectrum within the receiver passband;  
ξ(3) — changing ambient temperature and radio wave propagation conditions; ξ(4) — heterogeneity of different sections of 
the linear route; ξ(5) — mutual interference from neighboring nodes; 

3)  control parameters ϖ(ν) ∈ Ων, that is, parameters of resource distribution algorithms of a certain level, that enable to 
compensate for the destabilizing effect of the environment, reflected by the selection conditions: ϖ(1) — vector of energy 
redistribution between orthogonal components of the signal at the level of changing the modem operating mode;  
ϖ(2) — selection of the phase-code structure of the signal with rejection of the spectrum section affected by interference;  
ϖ(3) — fragmentation of the packet length or selection of the optimal gradation of the transmitter power in order to reduce energy 
losses of the node; ϖ(4) — schedule of the sequence of changes in the activity states of the “wake-sleep” node; ϖ(5) — matrix of 
selection of coordinates of the next location of the WSN nodes and schedule of change of the heads of clusters; 

4)  resource constraints Ων of control parameters: Ω1 — types of changeable modem modes; Ω2 — nomenclature of 
signal-code structures; Ω3 — data packet formats, transmitter power gradations; Ω4 — optional capabilities for controlling 
radio path activity; Ω5 — resource of mobile vehicles and possible locations for WSN nodes.  

The upper-level parameters given by the expression {ϖ(ν+1)}, are constraints for the lower level: 
 ( ){ }1

1.Ω Ων+
ν ν+⊂ ϖ ∈  (1) 

Parameters Φν, Ξν, Ων are the ranges of acceptable values for the corresponding indicators. The radio communication 
system model is a system of deterministic and statistical relationships that combine performance indicators, operating 
conditions, and control parameters at all hierarchical levels.  

The following types of dependences are distinguished. 
Single-level dependences that establish a relationship between performance indicators φ(ν), conditions ξ(ν) and 

selection parameters ϖ(ν) at each ν-th level: 
 ( ) ( ) ( ), .fν ν ν

ν
 ϕ = ϖ ξ   (2) 

Despite the widespread use of these dependences for solving local problems of providing noise immunity within a 
separate level, their use creates significant difficulties in developing solutions for the optimal distribution of limited 
system resources between levels. 

Interlevel dependences that determine the relationship between performance indicators of the ν-th and (ν – 1)-th 
levels, conditions of the ν-th and (ν + 1)-th levels, and the selection parameters of the ν-th level: 

 ( ) ( ) ( ) ( ) ( ){ } ( )1 1 1
, 1, 1 , , .трfν ν− ν− ν ν+ ν

ν ν− ν+ ν
 ϕ = ϕ ≥ ϕ ϖ ∈Ω ⊂ ϖ ξ   (3) 

Efficiency index φ(ν–1) of the underlying level can be taken into account during the synthesis using the “bottom-to-top” 
pattern, which is typical for the operational stage (including the reliability control of WSN), in contrast to the design stage, 
which uses “top-to-bottom” synthesis [25]. 

At each hierarchical level, the object synthesis is realized through optimization of the controlled variables ϖ(ν) within 
the established constraints Ων. These constraints are formed by the values of the parameters of the adjacent upper 
level {ϖ(ν+1)}. The need to move to a higher level arises when it is impossible to provide the required energy reliability 
with local resources, which involves the system resources. This decision is made with a comprehensive consideration of 
environmental factors at the synthesized level, including temperature conditions and interference environment. 
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Following the procedure for the mathematical description of complex objects adopted in the systems approach [26], 
the key stage of modeling is the formation of a system of performance indicators and optimization criteria. These 
parameters serve as the basis for the synthesis of optimal resource allocation algorithms that provide the required 
reliability of the WSN and allow for the evaluation of the efficiency of management decisions under conditions of 
multilevel external actions. At the same time, the selected indicators and criteria should provide a quantitative assessment 
of the degree of implementation of basic functions by network nodes at all hierarchical levels, guaranteeing the 
achievement of the established target values in accordance with the system intended purpose. 

The criterion for the operation of an object in a ν-th level system defines the range of acceptable values of the 
performance indicator Φν

*, where φ(ν) ∈ Φν
*. In the context of providing the reliability of WSN, it is advisable to distinguish 

two criteria: suitability and optimality. 
With limited resources and scalar indicator φ(ν), the suitability criterion φ(ν) ≥ φдоп

(ν)  defines the target area 
Φν

* = [φдоп
(ν) , 1], where  φдоп

(ν)  — permissible value of the indicator. This allows us to formulate the problem of synthesizing 
energy efficiency algorithms as an inverse optimization problem — to find the minimum values of resources ϖ(ν) ∈ Ων 
that provide the achievement of permissible values of the efficiency indicators. 

For optimality criterion φ^{(ν)} → max
ϖ(ν) ∈ Ων

, region Φν
* degenerates into a point corresponding to the maximum value 

φ(ν) for admissible values of the selection parameters ϖ(ν) ∈ Ων and given selection conditions. In this context, the 
development of control algorithms is reduced to solving the direct problem of optimal resource allocation. 

Local use of the analyzed criteria does not allow for a comprehensive consideration of the specifics of WSN reliability 
assurance processes under varying network node operating modes. Therefore, it is advisable to implement a multilevel 
reliability management process based on the principle of sufficiency, which provides improved system performance with 
minimal additional resource expenditure. 

The practical implementation of the sufficiency principle is based on an iterative parameter selection process, where 
migration between hierarchical levels occurs with increasing resource expenditures required to obtain specified reliability 
indicators. At each step, the sufficiency of the solutions generated to meet established performance standards is verified. 
The tools for implementing this approach include a set of suitability criteria and a hierarchical set of models that provide 
information support for making design decisions at all stages of the synthesis of the complex system. 

Additional conditions for selecting solutions ζ(ν), taken into account in this work, include: ζ(1) — radio frequency 
fingerprints of modems with various defects; ζ(2) — unevenness of signal spectra and interference; ζ(3) — temperature-
dependent discharge characteristics of batteries; ζ(4) — features of radio wave propagation; ζ(5) — topographic conditions 
of node placement. 

Taking into account the hierarchical organization of resources described by a chain of nested sets: 
 ( ) ( ){ } ( ) ( ){ } ( ) ( ){ }1 1 1 2

1 1, Ω , Ω , Ω , ,ν− ν ν ν+ ν+ ν+
ν− ν ν+… ϖ ∈ ⊂ ϖ ϖ ∈ ⊂ ϖ ϖ ∈ ⊂ ϖ …   

where the volume and cost of resources grow with increasing system level, the selection of solutions to provide a given 
level of noise immunity requires prioritizing the use of lower-level resources. In this case, the general problem statement 
is as follows: 

– based on the known and developed single-level and multilevel models of types (2) and (3) of the radio 
communication system, taking into account both basic conditionsξ(ν) — destabilization factors, and additional conditions 
ζ(ν) for selecting a solution, to determine the minimum level ν* of the system under study, at which, due to the optimal 
distribution of the resource ϖ(ν) ∈ Ων, the performance quality indicator of WSN φ(ν)* is ensured to be not lower than the 
permissible (required) value φдоп

(ν) . In this case, value φдоп
(ν)  is calculated taking into account the required reliability of the 

WSN, determined by the supersystem.    
In the mathematical formulation, this problem has the form: 
needs to be determined  

 
( )

( ){ } ( ) ( ) { } ( ){ }** 1
допmin , , , ,f max

ν

ν ν ν ν ν−

ϖ

 ν = ν = ϕ ≥ ϕ ϖ ξ ζ  
 (4) 

at which 

 

( )
( )

( ) ( ) ( ) ( ) ( ){ } ( )

( )
( )

( ) ( ) ( ) ( ) ( ){ } ( )

( )
( )

( ) ( ) ( ) ( ) ( ){ } ( )

1
1

1
1

1 * 1 2 1 1 1 -1
доп

* 1
доп

1 * 1 1 1 1 1
доп

, , ,

, , ,

;

, ,

;

, .

max

max

max

ν−
ν−

ν
ν

ν+
ν+

ν− ν− ν− ν− ν− ν− ν

ϖ ∈Ω

ν ν ν− ν ν ν ν

ϖ ∈Ω

ν+ ν+ ν ν+ ν+ ν+ ν+

ϖ ∈Ω

 ϕ = ϕ ϕ ϖ ξ ζ < ϕ 

 ϕ = ϕ ϕ ϖ ξ ζ ≥ ϕ 

 ϕ = ϕ ϕ ϖ ξ ζ ≥ ϕ 





 (5) 
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The general scientific problem is solved step-by-step (in accordance with the considered levels of reliability assurance 
of the WSN) through sequentially checking the fulfillment of inequalities (5). The left-hand side of each of the inequalities (5) 
represents the solution to a specific research problem, in the formulation of which the optimality criterion is used. Taking 
into account certain characteristics of the multilevel representation of the WSN, the specific research problems are: 

1) minimization of hardware distortions of the signal shape relative to the reference signal: 
 ( ) ( ) ( ) ( )

( )

( )
1

1 1 1 1 1
1, ;, , max

ϖ
 ϕ ϖ ξ ζ → ϖ ∈Ω   (6) 

2) optimal distribution of signal energy between orthogonal components taking into account the probability 
distribution of the interference frequency in the signal spectrum: 

 ( ) ( ) ( ) ( ) ( )
( )

( ) ( ) ( )
2

2 1 2 2 2 1 1 2
2, , , , ; ;допmax

ϖ
 ϕ ϕ ϖ ξ ζ → ϕ ≥ ϕ ϖ ∈Ω   (7) 

3) optimization of transmitter power and packet length in order to reduce the node energy consumption per 
communication round: 

 ( ) ( ) ( ) ( ) ( )
( )

( ) ( ) ( )
3

3 2 3 3 3 2 2 3
3, , , , ; ;допmax

ϖ
 ϕ ϕ ϖ ξ ζ → ϕ ≥ ϕ ϖ ∈Ω   (8) 

4) optimization of the schedule of alternating node activity in “wake-sleep” modes for the purpose of route balancing 
of energy losses: 

 ( ) ( ) ( ) ( ) ( )
( )

( ) ( ) ( )
4

4 3 4 4 4 3 3 4
4, , , , ; ;допmax

ϖ
 ϕ ϕ ϖ ξ ζ → ϕ ≥ ϕ ϖ ∈Ω   (9) 

5)  optimal network clustering that provides the required number of alternative routes with an acceptable reduction in 
nodal energy resources: 

 ( ) ( ) ( ) ( ) ( )
( )

( ) ( ) ( )
5

5 4 5 5 5 4 4 5
5, , , , ; ;допmax

ϖ
 ϕ ϕ ϖ ξ ζ → ϕ ≥ ϕ ϖ ∈Ω   (10) 

As follows from expressions (6)–(10), the ranges of change of the variable parameters ϖ(ν)  are limited by the resource 
capabilities of the system Ων at the corresponding control level ν, in particular: 

1) at the device level — by the presence of modes for correcting (pre-distorting) the spectrum of generated signals for 
optimal redistribution of energy in the modem bandwidth; 

2) at the physical level — by the ability to select phase-code designs with direct spectrum expansion to minimize the 
impact of interference and hardware distortions on the reliability of message reception; 

3) at the data link channel level — by the presence of an ARQ protocol in the event of detection of distorted bits upon 
reception, followed by optimization of the transmission mode; 

4) at the route level — by limited hardware and dynamic resources that allow for adaptive control of node activity (in 
sleep/wake modes)); 

5) at the network level — by the ability to reconfigure the network structure when forming clusters and backup data 
transmission routes (Table 1). 

The integration of additional conditions ζ(ν), not previously taken into account in single-level models, into the 
procedure for optimizing algorithms for providing the reliability of the WSN contributes to the development of the 
methodological apparatus, confirms the scientific novelty of the formulation and solution to applied research problems. 

Discussion. The analytical analysis has shown that the traditional methodologies for studying the energy reliability of 
wireless sensor systems often suffer from fragmentation, which reduces their efficiency. The major problem with these 
approaches is their ignorance of the impact of the technical states of low-level nodes on the output indicators of high-
level systems. This reduces the accuracy of the assessment and leads to suboptimal resource allocation.  

In the presented study, this problem is solved by an iterative multilevel approach based on the principle of sufficiency. 
Its key advantage is the search for the minimum hierarchical level ν at which the resource distribution ϖ(ν) provides the 
required value of the quality indicator φ(ν) ≥ φ_доп(ν). Compared to known methods [16], the application of this approach 
allows achieving target reliability indicators with minimal resource costs. 

The scientific novelty of the work is expressed in the integration of new conditions ζ(ν) into the model, which were 
not previously taken into account in papers [20–24]. This provides more accurate and practice-oriented control algorithms, 
which is of key importance in improving the reliability of WSN. The developed multilevel model of network infrastructure 
demonstrates how a systems approach to design can improve reliability management. 

It allows for the integration of parameters of the technical condition of sensor nodes, which ultimately improves the accuracy 
of predicting the operating characteristics of the system and allows its operation to be adapted to real-time conditions. 

A multilevel model of network infrastructure, built on the principles of hierarchical synthesis, demonstrates the 
possibility of consistently accounting for the parameters of individual sensor nodes [13] in the context of global network 
performance indicators. Compared to the models in which node states are described in an aggregated manner, the proposed 
approach provides a more detailed and, at the same time, systemic representation, which improves the accuracy of 
performance prediction and the stability of control decisions. 
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The developed reliability management methodology based on the sufficiency principle balances the operational 
quality and resource constraints. Unlike the studies that prioritize either maximizing reliability or minimizing energy 
consumption, this approach proposes a mechanism for aligning these criteria at each hierarchical level. This is reflected, 
specifically, in routing algorithms that take into account the residual energy of nodes and the interference environment in 
the communication channel. Their use not only improves energy efficiency and extends the network service life, but also 
ensures the required reliability under changing external actions. 

Thus, the presented approach provides a more comprehensive and practice-oriented basis for managing WSN energy 
reliability compared to the existing solutions. It combines detailed consideration of low-level states with a high-level 
system description, expanding the network ability to adapt to real-world operating conditions and optimize the use of 
limited resources. 

Conclusion. Despite the results obtained, a critical understanding of the limitations and capabilities of the models 
used remains urgent. The directions outlined in this paper require further research, including a deeper understanding of 
the mechanics of the interactions between destabilizing factors and systemic responses. To validate the results obtained 
and assess their stationarity, field tests and similar research under various agroclimatic conditions are required.  

This study not only confirms the need for a multilevel approach to WSN reliability management but also provides a 
basis for further research in this area. A detailed analysis and integration of factors affecting reliability and energy 
efficiency potentially opens new horizons for the application of WSN in the agricultural industry and other areas that 
require an efficient and reliable monitoring. 

Practical implementation could include the deployment of heterogeneous WSN, in which router nodes collect data from 
sensors, balancing energy consumption based on the developed integrated multilayer model of the network infrastructure for 
monitoring agricultural facilities. For example, the proposed algorithms could be used to generate digital field maps, 
automate irrigation and application of crop protection products, and minimize costs and environmental impacts. 
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