Advanced Engineering Research (Rostov-on-Don). 2025;25(4):371-382. eISSN 2687-1653

INFORMATION TECHNOLOGY,
COMPUTER SCIENCE AND MANAGEMENT
NHD®OPMATUKA,
BbBIYNC/IUTEJBHASA TEXHUKA U YIIPABJIEHUE

W) Check for updates
BY

UDC 004.75 Original Empirical Research
https://doi.org/10.23947/2687-1653-2025-25-4-2238

Concept of a Multilevel Network Infrastructure for Monitoring E E
Agricultural Facilities Based on Wireless Sensor Networks . .
Vladimir V. Samoylenko

Stavropol State Agrarian University, Stavropol, Russian Federation E
X samoilenko.vv(@stgau.ru EDN: CLIRZJ
Abstract

Introduction. In the context of digitalization of the agricultural sector, precision farming becomes a key driver of
sustainability: wireless sensor networks (WSN) provide continuous monitoring of edaphoclimatic parameters and plant
health, supporting yield forecasting and resource optimization while reducing operational risks. Despite significant
progress in research on energy efficiency, routing, and topologies of WSN, the issue of their systemic reliability in real
agricultural scenarios has been addressed only fragmentarily. Existing theoretical approaches rely on graph theory,
Markov and quasi-deterministic models to assess connectivity and fault tolerance but do not sufficiently account for
battery degradation, radio channel variability, and external factors (microclimate, interference), as well as their combined
effects. The objective of this article is to develop a methodological approach to enhance the reliability of WSN for
monitoring agricultural objects through a multilevel model that integrates network parameters, hardware properties, and
external actions.

Materials and Methods. To develop the model, methods of system analysis were used, including analysis and synthesis
of previously known models and algorithms for controlling the WSN for various levels of network interaction. At the first
stage, analytical models of each level were examined: operating conditions of radio devices; physical channels with
interference and hardware distortions; energy losses of nodes in channels with variable environmental characteristics;
linear WSN with heterogeneous radio communication segments and clustering of WSN. At the second stage, an analysis
of WSN control algorithms was conducted: selection of transmission modes with minimal signal distortion; optimization
of signal structure with minimal Bit Error Rate (BER); control of data packet length and transmitter power; balancing of
energy losses in relay nodes, as well as routing with minimal time and energy losses. At the third stage, the synthesis of
the obtained results was performed, presenting a hierarchical monitoring infrastructure for the agricultural object that
considered all levels of WSN interaction, parameters of sensor nodes, and the external actions.

Results. A methodological multilevel approach to increasing the reliability of WSN for monitoring agricultural facilities
has been proposed and substantiated. This approach integrates network parameters, equipment properties, and external
actions. It is validated by modeling the improvement of energy efficiency, reduction of delays, and increase in fault
tolerance. Within this framework, a five-tier hierarchical concept of multilevel network infrastructure for monitoring agro-
industrial objects based on WSN has been developed. It incorporates models and algorithms at the levels of: devices,
physical channels, data transmission channels, linear routes, and networks. Single-level and inter-level dependences
linking performance indicators, destabilizing factors, and controllable parameters have been established.

Discussion. The presented approach addresses the gap between energy models and the consideration of
dynamic/information constraints of nodes, while also taking into account the actual operating condition of modems, and
the thermal dependence of power sources. The multilevel integration of criteria (from signal shape correlation indicators
to network probabilistic metrics of WSN integrity) allows for the alignment of local optimization and system goals,
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reducing the risk of conflicts between levels. The principle of level matching and external augmentation provides iterative
adjustments of requirements and parameters, which increases the robustness of decision-making to environmental
uncertainty and channel heterogeneity. Constraints of the current work include the need to calibrate models for specific
hardware profiles, the dependence of efficiency on available PHY/MAC modes and ARQ protocols, and sensitivity to the
accuracy of interference environment and temperature assessments.

Conclusion. The developed models and algorithms across five levels provide the specified metrics of interference
resilience, delivery time and energy consumption with the minimum required involvement of resources, which increases
the survivability and service life of the WSN. The proposed approach creates the basis for the transition to systemically
designed, reproducible solutions in precision agriculture. It reduces resource costs and environmental impact, and also
increases the sustainability and profitability of agricultural production. Scaling requires field testing and publication of
reference configurations and codes for reproducibility.

Keywords: wireless sensor network, agricultural facility, reliability, network infrastructure, physical data transmission
channel, signal distortion, routing algorithms
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KoHuenuusi MHOTOyPOBHEBOI ceTeBO HHPPACTPYKTYPbl MOHMTOPUHTA
arponpoMbIILICHHBIX 00bEKTOB HA OCHOBE 0eCIPOBOIHBIX CEHCOPHBIX ceTeil
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AHHOTaNUsA

Bgeoenue. B ycnoBusix nupoBu3anny arpocekTopa TOYHOE 3eMJIE/IeNINe CTAHOBUTCS KIIFOYEBBIM JIpaiiBEpOM YCTOWYMBO-
ctu: 6ecnipoBoanbie ceHcopHble cetr (BCC) obecnieunBaroT HEMPEPHIBHBIN MOHUTOPHHT TTOYBEHHO-KIMMATHIECKHIX Tapa-
METPOB M COCTOSIHMSI PACTEHUH, TIOJ/IeP>KUBasi IPOTHO3UPOBAHUE YPOXKAWHOCTH M PECYPCHYIO ONTUMHU3ALIUIO ITPU CHIDKE-
HHH OTIEPallMOHHBIX PUCKOB. HecMOTps Ha 3HAYNTEIBHBIHN IPOTPECC B UCCIIECIOBAHUX YHEPTOI(P(HEKTHBHOCTH, MapIIPy TH-
3armu 1 Tononoruii BCC, npo0nema nx CUCTEMHOH Ha/IS)KHOCTH B pealbHBIX arpocLeHapHsX OcCBelleHa GparMeHTapHo.
CyImecTByIOIHE TEOPETHIECKUE TTOAXOABI ONMMPAIOTCSA Ha TEOPHIO Ipad)oB, MApKOBCKHE M KBa3HACTCPMUHUPOBAHHBIE MO-
JIEIIH JIJIs1 OLICHKH CBSI3HOCTH M OTKa30yCTOWYMBOCTH, HO HEJIOCTAaTOYHO YYUTHIBAIOT J€TPaJalifio Oarapeid, BApUaTHBHOCTh
paaroKaHasa ¥ BHEIIHKE (PaKTOPHI (MEKPOKIIMMAT, IIOMEXH), @ TAKXKE MX COBMECTHOE BiMsIHUE. Llenp naHHOM cTathu — pas-
paboTaTh METOAMYECKHUH TTIOJXO0/] K OBBIILIEHHUO HajexHocTH bCC 1 MOHUTOpHHTa arpooObeKTOB OCPECTBOM MHOTO-
YPOBHEBOM MOZIENH, HHTETPUPYIOLIEH CETEBBIE TAPAMETPhI, CBOMCTBA alnaparypbl U BHELITHUE BO3IEHCTBHS.

Mamepuanvt u memoowt. J[ns pazpaboTku Monenu ObUIM MPUMEHEHBI METOJbI CUCTEMHOTO aHaIn3a, B T.4. aHalIHu3a U
CHHTE3a paHee N3BECTHBIX MojeNeH n anroputMos ynpasiaeHust BCC 1iist pa3audaHbIX YpOBHEH CETEBOTO B3aUMOJCHCTBHS.
Ha nepBoM Tare paccMOTpeHbl aHAJTUTHUECKUE MOJEIH KaXKI0TO YPOBHS: TEXHUUECKOTO COCTOSHHS PaloyCTPOICTB;
(u3MUIEeCcKOTo KaHalla ¢ TIOMEXaMH | amnapaTypHbIMH HCKa)KEHHSMH; YHEPTOIIOTEPh Y3JI0B B KaHAJIE C IEPEMEHHBIMH Xa-
pakTepucTukamu cpensl; TuHeHoH BCC ¢ reTeporeHHbIMU yuacTKaMu paguocBsa3u U kinactepuzanuu bCC. Ha Bropom
3Tare MPOU3BECH aHAIN3 anropuTMoB ynpasieHust BCC: BeiOopa pexxnma rnepefads ¢ MUHIMAIbHBIMUA NCKAKSHUSIMA
CUTHAJIOB; OIITUMU3ALUM CTPYKTYPbI CUTHAJIa ¢ MUHUManbHeIM BER; ynpasienus JuIMHOM akeTa JaHHBIX U MOLUTHOCTBIO
nepeaTynka; MapiupyTHOH OalaHCHPOBKH SHEPTONIOTEPD B Y3JIaX PETPAHCIAINH, a TAKXKE MapIIPyTU3AMY C MUHIMAJTb-
HBIMH TOTEPSIMH BpEMEHH 1 dHepruu. Ha TpeTbeM 3Tarie Mpou3BelieH CUHTE3 MOTyYEHHBIX Pe3yNbTaToB, MPEACTaBICHA
nepapxuieckas ”HPppacTpyKTypa MOHUTOPHHTIA arpONPOMBIITICHHOTO 00BEKTa, YIUTHIBAIONIAst BCE YPOBHH B3aUMOJICH-

ctBusi BCC, mapameTpbl CEHCOPHBIX Y3JIOB M BIUSHUE BHEIIHUX (PaKkTOpOB.
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Pezynomamut uccnedosanus. IIpennoxer 1 000CHOBaH METOIMIECKUH MHOTOYPOBHEBBIH MOIXO/ K MOBBIIEHUIO HAIEK-
Hoctu BCC aiis MOHUTOpPHHTA arpoo0bEKTOB, MHTETPUPYIONINI CETEBBIE ITapaMeTPhl, CBOWCTBA allapaTypsl U BHEIIHNE
BO3/ICHCTBUSI, MTOATBEPKIACHHBIA MOJCITUPOBAHUCM MOBBINICHUS YHEPTro3()(HEKTUBHOCTH, CHIDKCHUS 3aJICPKECK M POCTa
0TKa30yCcTOMYMBOCTH. B pamkax sToro pazpaborana nmaturiepapxudeckasi KOHICTIHS MHOTOYPOBHEBOH ceTeBoi HH(ppa-
CTPYKTYPHI TSI MOHUTOPHHTA arpolpOMBIIIICHHBIX 00bekTOB Ha 6aze BCC, mHTETpHpYyIOMas MOIENIH U alTOPUTMBI Ha
YPOBHSX: YCTpOICTBa, (U3MIECKOTO KaHAalla, KaHAJIA ITepejadyl JaHHBIX, THHEHHOTO MapIIpyTa U ceTH. [lomydeHs! oxHO-
YPOBHEBBIC U MEKYPOBHEBBIC 3aBUCHUMOCTH, CBSI3BIBAIOIIKC MMOKa3aTend d(PGEKTHBHOCTH, JECTaOMWIH3HPYIONIe (ak-
TOPHI ¥ YIPABIIEMbIC TTApaMETPHI.

Oobcyscoenue. TlpencrapneHHbINA MOAX0 YCTPaHsET BBISIBICHHBIN B JIMTEPAType pa3phiB MEXKIY SHEPTETHUECKUMH MO-
JIEJIIMU U YYETOM JHMHAMUYCCKHUX/MH(QOPMAIIMOHHBIX OTPAHIYCHUHN y3JI0B, @ TAKXKE YUUTHIBACT PeaJbHOC TEXHUUCCKOE
COCTOSIHHE MOJEMOB U T€PMO3aBHCHMOCTh HCTOYHHUKOB IMUTAaHUS. MHOTOYPOBHEBAs MHTETPAIN KPUTEpHEB (0T KOppe-
JSIMOHHBIX NTOKa3aTeneil popMbI CHTHANA IO CETEBBIX BEPOATHOCTHBIX MeTpHK HenocTHocTH BCC) mo3Bomser cornaco-
BBIBATh JIOKAJIbHBIC ONTUMU3AIMH U CUCTEMHBIC TIC]TH, YMEHBIIIAs PUCK KOHPIUKTOB MEKAY YpOoBHAMHU. [IpuHIHI corna-
COBaHUS YPOBHCH M BHEIIHETO JOTOJHECHUS 00CCIICUMBACT UTCPATHBHYIO KOPPEKTHPOBKY TpeOOBaHHU U IMapaMeTpoB,
YTO MOBBIIIAET YCTONYNBOCTD MPUHATHS PEIICHUH K HEONPEACICHHOCTH CPEIbl ¥ TeTePOTEHHOCTH KaHAJIOB.
OrpaHHYCHHUSIMH TEKYIICH pabOTHI ABISIOTCS: HEOOXOMUMOCTH KATMOPOBKH MOZIEIICH TIO/T KOHKPETHBIC allapaTHbIC TPO-
¢bwy, 3aBUCUMOCTB 3G PEKTUBHOCTH OT NocTynHbIX pexnMoB PHY/MAC u nporokonoB ARQ, a Takke 4yBCTBHTEIb-
HOCTB K TOYHOCTH OLIEHOK ITOMEXOBOI 00CTaHOBKH M TEMIEPATyPHBIX PEXKUMOB.

3akniouenue. PazpaboTaHHBIC MOJICNH U ANTOPUTMBI Ha IISITH YPOBHAX 00€CIIEUNBAIOT JOCTIKEHUE 3aJaHHBIX ITOKa3are-
JICH TOMEXO0YCTOWYHBOCTH, BPEMEHH JJOCTABKH U SHEPTONOTPEOICHHS IPU MHHAMAIEHO HEOOXOUMOM 3a/1cHICTBOBAHUI
pecypcoB, 4TO TOBHIIIACT KUBYUeCTh M Cpok ciryk0b1 BCC. TIpemnokeHHBIN MOIX0] CO37aeT OCHOBY JUIS Tepexonia K
CUCTEMHO CHPOCKTHPOBAHHBIM, BOCIPONU3BOAUMBIM PEHICHUAM B TOYHOM 3EMJICACIINHN, CHU3UT PECYPCHBIC 3aTparbl U
9KOJIOTUYECKYIO Harpy3Ky, a TAKXKe MOBBICHT YCTOWYHBOCTD U pEHTa0CIIFHOCTh arponpou3BoAcTBa. s Macirabuposa-
HUSI HEOOXOAMMBI TTOJICBBIC HCITBITAHUS W ITYOIHKALKS 3TaJOHHBIX KOHDUTYPALUil U KOIOB ISl BOCIPOH3BOAUMOCTH.

KaroueBbie cioBa: OecrpoBojiHAas CEHCOpHAas CeThb, arpoNpOMbIIUICHHbIH OOBEKT, Ha/IeKHOCTh, CETeBas
nHdpacTpykTypa, GPU3NIeCKuil KaHall Iepead JaHHBIX, HICKKEHUE CUTHAJIA, ITOPUTMBI MapIIpy TH3auN

B.]Ial"O)lﬂpHOCTH. ABTOp BbIpaXKaeT 6J'Ial"0ﬂapHOCTI) peAaKnun U pelCH3CHTAM 3a BHUMATCJIIbHOC OTHOLICHUE K CTAaThbEe U
YKa3aHHbIC 3aMC€YaHNs1, KOTOPBIC IMMO3BOJIMJIN ITOBBICUTH €€ Ka4€CTBO.

Jdna  uutupoBanusi. Camoiirenko B.B. KoHuemmis MHOTOYpOBHEBOH ceTeBOM  HMH(PACTPYKTYphl MOHHTOPHHTA
arporpOMBIIILICHHBIX 0OBEKTOB Ha OCHOBE OECTIPOBOIHBIX CEHCOPHBIX ceTell. Advanced Engineering Research (Rostov-on-Don).
2025;25(4):371-382. https://doi.org/10.23947/2687-1653-2025-25-4-2238

Introduction. The development of the agricultural industry is inextricably linked to the implementation of modern
digital control systems through the concept of the Internet of Things (IoT) [1]. One of the key technological concepts of
precision agriculture is wireless sensor networks (WSN) [2]. The use of this technology allows for the transition from
reactive to predictive and precise control. WSN is actively used for monitoring agricultural facilities, including:

— soil condition monitoring [3] (measuring moisture, temperature, pH, NPK (nitrogen, phosphorus, potassium) content,
and salinity level) [4, 5];

— microclimate control in greenhouses and vegetable storage facilities (measuring air temperature, relative humidity,
illumination level, CO2 concentration [6];

— monitoring plant health, identifying diseases and pests, and predicting productivity (measuring leaf area index (LAI),
chlorophyll levels, and temperature stress) [7];

— management of livestock enterprises (determining the location of animals (GPS, RFID), measuring physical activity,
body temperature, and heart rate) [8].

The key benefits of digitalization in agricultural production include optimized energy consumption, which reduces
costs for water, electricity, fertilizers, and pesticides by 20-30%, and increases yield and product quality by 10—15%.
From an environmental perspective, precision management reduces greenhouse gas emissions through optimizing
logistics and agrochemical application. A systematic approach to digitalizing agribusiness enables remote monitoring and
management, as well as data-driven decision-making.

Despite the achievements, the problem of providing the reliability of WSN has not yet found a complete solution to
most applied problems, although the first studies in this area date back to the early 2000s [9]. A common shortcoming of
existing research on the reliability of WSN is the emphasis on the dynamic and information constraints of nodal modules,
rather than on their energy potential. This leads to an incomplete consideration of factors affecting reliability. For example,
in [10], despite the consideration of the energy consumption model and the power supply capacity, the volume of data
and energy costs for communication remain without due attention because of their impact on the interlayer performance
indicators of the WSN.
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On the other hand, overestimating the impact of destabilizing environmental factors causes irrational and excessive
consumption of energy resources. Some of these shortcomings are taken into account in [11], where the reliability
assessment is based on the hierarchical trust rule base method. Nevertheless, a significant number of factors affecting the
reliability of WSN remain, including:

1. limited computing power and capacity of sensor nodes.

2. non-renewable power sources in most practical applications.

3. simple architecture and software of nodes, which do not allow for complex computing tasks.

4. vulnerability of WSN to attacks due to the use of open communication methods.

5. deployment of sensor nodes under difficult operating conditions leading to their premature failure.

However, numerous studies fail to take into account the actual technical condition of sensor nodes. Mass production
technology for inexpensive electronic devices does not provide high accuracy and reproducibility of their characteristics.
The major challenge in deploying WSN remains the limited energy supply of sensor nodes, with no ability to recharge or
quickly replace batteries. Therefore, minimizing energy consumption becomes paramount even at the network design
stage. Improving the energy efficiency of sensor network nodes is a priority [12].

Scientific research on the analysis of operating time of the WSN node shows that the most energy-dependent operating
modes are the active traffic transmission modes [13]. This is due to the operation of the network interface during the
reception, transmission and waiting for data.

Power supply reliability plays a key role, as in numerous cases there is no redundancy. A power supply failure,
particularly a reduction in its capacity, can disable a local sensor node and, consequently, affect the operation of the entire
network. The problem is compounded by the limited maximum capacity of the batteries used and the significant cost
difference between higher-capacity power supplies.

A number of methods are proposed to reduce the energy consumption of sensor nodes, in particular: approaches aimed
at saving energy through optimizing the operating cycles of the transmitter; methods for adapting the transmitter and
receiver to changing external conditions; methods for optimizing routing and correcting the network topology taking into
account the energy consumption of each node [14]. Various energy balancing methods are used to equalize the power
consumption of all network nodes. Furthermore, one solution to this problem is to optimize WSN coverage, including
cluster and non-cluster approaches [15].

However, known studies lack sufficient scientific groundwork in the area of multi-level research into WSN designed
for monitoring agroindustrial facilities. A method for analyzing local and global states of hierarchical multicomponent
systems under uncertainty is presented in [16]. However, without adaptive tracking of the boundaries of the uncertain
impact of environmental factors, it is difficult to formulate decisions on the economical use of network resources. The
multilevel synthesis methodology developed in [17] offers a set of iterative procedures for end-to-end system design,
from the formation of the initial design to working detailing, but its applicability is limited to the initial phases of the life
cycle, including development and design.

A number of principles and models for making coordinated decisions for various levels and stages of the functioning
of the WSN are presented in [18]. Most of these studies rely on the principle of vertical “top-down” decomposition,
according to which the characteristics of the synthesized system are determined using a multi-level procedure: from a
general system model with corresponding indicators, parameters of conditions, constraints and control — to lower-level
models with their indicators and parameters. The disadvantage of this approach is the rigidity and low efficiency of
management, since the decision-making process does not include a preliminary detailed analysis of the resource potential
of lower-level elements.

Current research [19] proposes the implementation of multilevel synthesis of WSN based on the principles of level
coordination and external supplementation. According to the first principle, requirements formed at any level of the
system act as constraints when selecting models and determining the functional capabilities of the underlying levels. If
these requirements cannot be met, iterative adjustments to the conditions and results of modeling at higher levels are
made. The principle of external supplementation involves obtaining results at the lower level, verifying them through data
and methods from higher levels, and, if necessary, refining these results when moving on to the synthesis of the higher-
level system.

Despite the significant benefits of using modern digital technologies to intensify agricultural production, including a
20-30% reduction in production costs and a 10-15% increase in yields, the active implementation of such solutions is
hampered by the lack of a systematic approach to the technical implementation of digital infrastructure. Each of the
solutions discussed in the literature contributes to improving the energy efficiency of the food processing system. However,
in the context of the objectives posed in this study, their direct application is difficult or impossible.

The literature review revealed a significant gap in scientific knowledge: lack of comprehensive, multilevel models of
precision farming systems based on the WSN platform. Such models should be designed to comprehensively address
issues related to energy resource depletion and limitations of sensor node radio transmission elements.
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The objective of this research is to develop a new methodological approach to providing the reliability of wireless
communication systems. The approach is based on the creation of a comprehensive, multilevel model of the network
infrastructure for monitoring agricultural facilities, taking into account not only WSN parameters and external factors,
but also the synergistic effect of their interaction, including structural-energy, frequency-dynamic, and topological-
dynamic aspects.

Materials and Methods. To develop a comprehensive multilevel model of network infrastructure for monitoring
agro-industrial facilities (Fig. 1), a systems approach was used. Decomposing the hierarchical model into five levels
formed the basis of the study. Specific models and algorithms were previously developed for each level to provide a

synergistic effect. The research methodological framework included original results obtained and published by the authors.

The key models and algorithms summarized in the developed model are presented below.

A model of the technical condition of the facilities was used at the device level. The coefficient of mutual correlation
of the reference and distorted signals was used as a criterion for assessing the state of the radio equipment [20]. This
indicator demonstrated a high sensitivity to types of degradation, such as intersymbol distortions and additive noises. To
optimize power consumption at this level, algorithms for selecting a transmission mode with minimal distortion were
used. These algorithms analyze the communication channel quality in real time and dynamically switch the modulation
and transmitter power, providing a balance between communication reliability and efficient resource use. This approach
improves both the reliability and battery life of the device.

At the physical channel level, a channel model with interference and hardware signal distortions was used [21].
Analytical models of WSN communication channels represented the dependence of the bit error probability during
incoherent reception of messages on the energy and stochastic parameters of the distorted signal and additive interference
at the receiver input. These models provide highly accurate predictions of communication quality under unstable fading
and impulse noise conditions. This level utilizes an algorithm for optimizing the signal structure with a minimum bit error
rate (BER). Its operation is based on the adaptive symbol duration selection and the use of hidden error-correcting coding,
which guarantees reliable data transmission while maintaining total channel throughput.

At the data link channel level, a model of node energy losses in a channel with variable environmental
characteristics was used [22]. This model established an analytical relationship between the bit error probability (BEP),
node heating temperature, signal fading depth in the channel (Rician K factor), and signal-to-noise ratio (SNR). Taking
into account the thermal state of the node allowed us to predict its energy consumption and reliability during operation.
A specialized algorithm was used to manage data packet length and transmitter power. It dynamically balanced the
need to retransmit short packets and the energy costs of transmitting long ones, minimizing the total energy loss in a
changing interference environment. This significantly increased network battery life without compromising the
reliability of transmitted information.

At the route level, a linear WSN model with heterogeneous radio sections and algorithms for route balancing of energy
losses in relay nodes were used [23]. Analytical models of time and energy losses took into account internode distances,
transmitter power, and the characteristics of multipath signal propagation. Based on the dependence of time losses on the
number of relays, heterogeneous WSN deployment algorithms with a criterion for minimizing network delay were used,
which did not limit resources. This provided scheduling flexibility for both resource-rich and resource-constrained tasks.
Balancing algorithms redistributed the load between nodes, preventing premature failure due to energy depletion and
extending the overall network lifespan. Thus, this combination of models and algorithms optimized the key network
metrics — energy efficiency, latency, and survivability.

At the network level, a WSN clustering model was used that took into account mutual interference in channels and
the residual charge of node batteries, as well as routing algorithms with minimal time and energy losses [24]. The
conducted research made it possible to form a sufficient number of connections between nodes that met communication
reliability criteria, standardized in accordance with the requirements for noise immunity and timeliness of data packet
transmission. Routing algorithms dynamically adapted to changing interference levels and node residual energy, selecting
a path that balanced delivery speed and energy consumption. The simulation results enabled the implementation of
network topology and clustering management algorithms. These algorithms provided self-healing of the network in the
event of key node failures and allowed for load redistribution to prevent overload of individual clusters. This approach

increased fault tolerance and overall network lifespan in dynamic interference environments.
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Network infrastructure for agricultural monitoring based on WSN
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Fig. 1. Scheme of a multilevel network infrastructure for monitoring agricultural facilities based on wireless sensor networks

Results. The research resulted in a multilevel network infrastructure for monitoring agricultural facilities. The
components of this system are presented in Table 1.
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Components of a Multilevel Reliability Management System for WSN
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Based on the results obtained, the method of multilevel synthesis of WSN is defined as an iterative process consisting
of the sequential determination of signal parameters, functional and mobile modes of network nodes, taking into account
the limited resources of each level.

As shown in Figure 1, this study presents the following levels of analysis and synthesis of WSN: ®; — device;
®, — physical channel; ®; — data link; ®s — linear route; ®s — network.

Each group of characteristics ®, = {o", £V, @™}, where v =1, 2, 3, 4, 5, includes the following indicators:

1) performance indicators ¢ € ®,, determining the level of achievement of target noise immunity factors as a
result of the application of synthesized algorithms. In the context of the subject area under consideration, such indicators
include: @ — coefficients of mutual correlation of the distorted and reference signals (characterizing the degree of their
overlap in the frequency-time domain); ¢‘® — bit error probability; ¢ — packet retransmission frequency upon detection
of a corrupted bit; ¢ — end-to-end delay of the transmitted packet, energy balance of nodes along the route;
¢® — probability that the time of the integral state of the WSN is not less than the period required by the supersystem
(for example, the growing season of an agricultural crop);

2) key destabilizing factors £V € E,, that directly affect the values of parameters ¢: 1) — hardware defects in the
node modem that distort the generated signal; £® — interference with a spectrum within the receiver passband;
£® — changing ambient temperature and radio wave propagation conditions; &% — heterogeneity of different sections of
the linear route; &€& — mutual interference from neighboring nodes;

3) control parameters @ € Q,, that is, parameters of resource distribution algorithms of a certain level, that enable to
compensate for the destabilizing effect of the environment, reflected by the selection conditions: @) — vector of energy
redistribution between orthogonal components of the signal at the level of changing the modem operating mode;
@® — selection of the phase-code structure of the signal with rejection of the spectrum section affected by interference;
@® — fragmentation of the packet length or selection of the optimal gradation of the transmitter power in order to reduce energy
losses of the node; @ — schedule of the sequence of changes in the activity states of the “wake-sleep” node; @ — matrix of
selection of coordinates of the next location of the WSN nodes and schedule of change of the heads of clusters;

4) resource constraints Q, of control parameters: {3; — types of changeable modem modes; (2, — nomenclature of
signal-code structures; Q3 — data packet formats, transmitter power gradations; Q4 — optional capabilities for controlling
radio path activity; Qs — resource of mobile vehicles and possible locations for WSN nodes.

The upper-level parameters given by the expression {@"*1}, are constraints for the lower level:

Q, c{m(V“)}eQW,. (1)

Parameters @y, =, Q, are the ranges of acceptable values for the corresponding indicators. The radio communication
system model is a system of deterministic and statistical relationships that combine performance indicators, operating
conditions, and control parameters at all hierarchical levels.

The following types of dependences are distinguished.

Single-level dependences that establish a relationship between performance indicators ¢, conditions &V and
selection parameters @™ at each v-th level:

(p(V) = f |:m(V)’ &(V)]_ )

Despite the widespread use of these dependences for solving local problems of providing noise immunity within a
separate level, their use creates significant difficulties in developing solutions for the optimal distribution of limited
system resources between levels.

Interlevel dependences that determine the relationship between performance indicators of the v-th and (v — 1)-th
levels, conditions of the v-th and (v + 1)-th levels, and the selection parameters of the v-th level:

(p(V) = f;/,v—l, v+l |:(P(V_l) 2 (pfr:/[)_])ﬁ m(V) € Qv < {m(VH) } ’ E.'(V):| (3)

Efficiency index ¢V of the underlying level can be taken into account during the synthesis using the “bottom-to-top”
pattern, which is typical for the operational stage (including the reliability control of WSN), in contrast to the design stage,
which uses “top-to-bottom” synthesis [25].

At each hierarchical level, the object synthesis is realized through optimization of the controlled variables @ within
the established constraints ,. These constraints are formed by the values of the parameters of the adjacent upper
level {@“*V}. The need to move to a higher level arises when it is impossible to provide the required energy reliability
with local resources, which involves the system resources. This decision is made with a comprehensive consideration of
environmental factors at the synthesized level, including temperature conditions and interference environment.
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Following the procedure for the mathematical description of complex objects adopted in the systems approach [26],
the key stage of modeling is the formation of a system of performance indicators and optimization criteria. These
parameters serve as the basis for the synthesis of optimal resource allocation algorithms that provide the required
reliability of the WSN and allow for the evaluation of the efficiency of management decisions under conditions of
multilevel external actions. At the same time, the selected indicators and criteria should provide a quantitative assessment
of the degree of implementation of basic functions by network nodes at all hierarchical levels, guaranteeing the
achievement of the established target values in accordance with the system intended purpose.

The criterion for the operation of an object in a v-th level system defines the range of acceptable values of the
performance indicator CD:, where ¢ € d):. In the context of providing the reliability of WSN, it is advisable to distinguish
two criteria: suitability and optimality.

With limited resources and scalar indicator ¢, the suitability criterion ¢ > @) defines the target area

(I): =[o" , 1], where ¢®) — permissible value of the indicator. This allows us to formulate the problem of synthesizing
pi(elig pi(elg

energy efficiency algorithms as an inverse optimization problem — to find the minimum values of resources @™ € Q,
that provide the achievement of permissible values of the efficiency indicators.
For optimality criterion ¢~ {(v)} — max region (I): degenerates into a point corresponding to the maximum value
oWV eqQ,

@Y for admissible values of the selection parameters @™ € Q, and given selection conditions. In this context, the
development of control algorithms is reduced to solving the direct problem of optimal resource allocation.

Local use of the analyzed criteria does not allow for a comprehensive consideration of the specifics of WSN reliability
assurance processes under varying network node operating modes. Therefore, it is advisable to implement a multilevel
reliability management process based on the principle of sufficiency, which provides improved system performance with
minimal additional resource expenditure.

The practical implementation of the sufficiency principle is based on an iterative parameter selection process, where
migration between hierarchical levels occurs with increasing resource expenditures required to obtain specified reliability
indicators. At each step, the sufficiency of the solutions generated to meet established performance standards is verified.
The tools for implementing this approach include a set of suitability criteria and a hierarchical set of models that provide
information support for making design decisions at all stages of the synthesis of the complex system.

Additional conditions for selecting solutions {*), taken into account in this work, include: £V — radio frequency
fingerprints of modems with various defects; {® — unevenness of signal spectra and interference; () — temperature-
dependent discharge characteristics of batteries; (¥ — features of radio wave propagation; {® — topographic conditions
of node placement.

Taking into account the hierarchical organization of resources described by a chain of nested sets:

e Veq | o {m(v)},m(v) eQ, c {m(m)},w(v”) eQ,  c {w(wz)},...,

where the volume and cost of resources grow with increasing system level, the selection of solutions to provide a given
level of noise immunity requires prioritizing the use of lower-level resources. In this case, the general problem statement
is as follows:

— based on the known and developed single-level and multilevel models of types (2) and (3) of the radio
communication system, taking into account both basic conditions&™ — destabilization factors, and additional conditions
™ for selecting a solution, fo determine the minimum level v* of the system under study, at which, due to the optimal
distribution of the resource @) € Q,, the performance quality indicator of WSN ¢* is ensured to be not lower than the
permissible (required) value (pl(l‘('))n. In this case, value (pl(l‘(’))n is calculated taking into account the required reliability of the
WSN, determined by the supersystem.

In the mathematical formulation, this problem has the form:

needs to be determined

oY

v =min {v =f [max{(p(v)} > (pg,l, ", E,\{V}, C(V)}}, 4)

at which

o = max {(P<v—1>[(p<v—2>,m(v—l)’é(v—l)’gu—l)]}<(p<ﬂz-nu>;

o' eQ,
o) = max {(Pm [(p(v—l)’ ", M) C(”)]} > o (5)
' eQ,
(p(v+1)* _ (mag {q)(vH) |:(p(v)’ m(v+l)’ EJ(VH)’ Q(v+l):|} > (PE[\:,;I)-
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The general scientific problem is solved step-by-step (in accordance with the considered levels of reliability assurance
of the WSN) through sequentially checking the fulfillment of inequalities (5). The left-hand side of each of the inequalities (5)
represents the solution to a specific research problem, in the formulation of which the optimality criterion is used. Taking
into account certain characteristics of the multilevel representation of the WSN, the specific research problems are:

1) minimization of hardware distortions of the signal shape relative to the reference signal:

(p(l) [m(l)’ <i‘;(l)’ C(l)j| N max, ﬁj(1) eQ; (6)

2) optimal distribution of signal energy between orthogonal components taking into account the probability
distribution of the interference frequency in the signal spectrum:

o [0", 0, &%, 0] 5 max, " 2 ¢l 0 <y 7

3) optimization of transmitter power and packet length in order to reduce the node energy consumption per
communication round:

o0, 0, £, 0] > max, ¢ 2 02w € )

4) optimization of the schedule of alternating node activity in “wake-sleep” modes for the purpose of route balancing
of energy losses:

o0, 0,29, 9 ] > max, o 2 0w e ©)

5) optimal network clustering that provides the required number of alternative routes with an acceptable reduction in
nodal energy resources:

o[, 0, 6%, L0 ] - max, ¢ 2 0 0 e (10)

As follows from expressions (6)—(10), the ranges of change of the variable parameters @ are limited by the resource
capabilities of the system €, at the corresponding control level v, in particular:

1) at the device level — by the presence of modes for correcting (pre-distorting) the spectrum of generated signals for
optimal redistribution of energy in the modem bandwidth;

2) at the physical level — by the ability to select phase-code designs with direct spectrum expansion to minimize the
impact of interference and hardware distortions on the reliability of message reception;

3) at the data link channel level — by the presence of an ARQ protocol in the event of detection of distorted bits upon
reception, followed by optimization of the transmission mode;

4) at the route level — by limited hardware and dynamic resources that allow for adaptive control of node activity (in
sleep/wake modes));

5) at the network level — by the ability to reconfigure the network structure when forming clusters and backup data
transmission routes (Table 1).

The integration of additional conditions (¥, not previously taken into account in single-level models, into the
procedure for optimizing algorithms for providing the reliability of the WSN contributes to the development of the
methodological apparatus, confirms the scientific novelty of the formulation and solution to applied research problems.

Discussion. The analytical analysis has shown that the traditional methodologies for studying the energy reliability of
wireless sensor systems often suffer from fragmentation, which reduces their efficiency. The major problem with these
approaches is their ignorance of the impact of the technical states of low-level nodes on the output indicators of high-
level systems. This reduces the accuracy of the assessment and leads to suboptimal resource allocation.

In the presented study, this problem is solved by an iterative multilevel approach based on the principle of sufficiency.
Its key advantage is the search for the minimum hierarchical level v at which the resource distribution @(v) provides the
required value of the quality indicator @(v) > ¢_mon(v). Compared to known methods [16], the application of this approach
allows achieving target reliability indicators with minimal resource costs.

The scientific novelty of the work is expressed in the integration of new conditions {(v) into the model, which were
not previously taken into account in papers [20—24]. This provides more accurate and practice-oriented control algorithms,
which is of key importance in improving the reliability of WSN. The developed multilevel model of network infrastructure
demonstrates how a systems approach to design can improve reliability management.

It allows for the integration of parameters of the technical condition of sensor nodes, which ultimately improves the accuracy
of predicting the operating characteristics of the system and allows its operation to be adapted to real-time conditions.

A multilevel model of network infrastructure, built on the principles of hierarchical synthesis, demonstrates the
possibility of consistently accounting for the parameters of individual sensor nodes [13] in the context of global network
performance indicators. Compared to the models in which node states are described in an aggregated manner, the proposed
approach provides a more detailed and, at the same time, systemic representation, which improves the accuracy of
performance prediction and the stability of control decisions.
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The developed reliability management methodology based on the sufficiency principle balances the operational
quality and resource constraints. Unlike the studies that prioritize either maximizing reliability or minimizing energy
consumption, this approach proposes a mechanism for aligning these criteria at each hierarchical level. This is reflected,
specifically, in routing algorithms that take into account the residual energy of nodes and the interference environment in
the communication channel. Their use not only improves energy efficiency and extends the network service life, but also
ensures the required reliability under changing external actions.

Thus, the presented approach provides a more comprehensive and practice-oriented basis for managing WSN energy
reliability compared to the existing solutions. It combines detailed consideration of low-level states with a high-level
system description, expanding the network ability to adapt to real-world operating conditions and optimize the use of
limited resources.

Conclusion. Despite the results obtained, a critical understanding of the limitations and capabilities of the models
used remains urgent. The directions outlined in this paper require further research, including a deeper understanding of
the mechanics of the interactions between destabilizing factors and systemic responses. To validate the results obtained
and assess their stationarity, field tests and similar research under various agroclimatic conditions are required.

This study not only confirms the need for a multilevel approach to WSN reliability management but also provides a
basis for further research in this area. A detailed analysis and integration of factors affecting reliability and energy
efficiency potentially opens new horizons for the application of WSN in the agricultural industry and other areas that
require an efficient and reliable monitoring.

Practical implementation could include the deployment of heterogeneous WSN; in which router nodes collect data from
sensors, balancing energy consumption based on the developed integrated multilayer model of the network infrastructure for
monitoring agricultural facilities. For example, the proposed algorithms could be used to generate digital field maps,

automate irrigation and application of crop protection products, and minimize costs and environmental impacts.
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