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Introduction. Ensuring and improving the availability of web resources on the Internet is a crucial task for developers of
information systems. A critical role in the page accessibility via the Hypertext Transfer Protocol (HTTP) is played by the
protocol version and its transport-level implementation. The QUIC (Quick User Datagram Protocol Internet Connections)
protocol, developed by Google, provides an increase in resource loading speed through the use of User Datagram Protocol
(UDP) in HTTP/3. However, QUIC has an experimental status, and existing research primarily focuses on theoretical
aspects or general performance metrics in the global network. At the same time, the following aspects remain
insufficiently studied: simultaneous comparison of three protocol versions under unified controlled conditions, practical
complexities of configuration and the effect of congestion control algorithms on application-level metrics, labor costs for
implementation and configuration, tuning efforts, and quantifying gains under controlled condition.

These gaps create a disconnect between theoretical expectations and practical implementation. Therefore, the objective
of this study is to experimentally evaluate the applied performance of HTTP/3 (QUIC) under controlled conditions on a
unified testbed, including a comparison of HTTP/1.1, HTTP/2, and HTTP/3, an analysis of the impact of the CUBIC and
BBR congestion control algorithms, and documentation of the HTTP/3 server configuration procedure.

Materials and Methods. A testbed was deployed based on a virtual server running the Linux operating system (OS) and
the nginx web server supporting HTTP/1.1, HTTP/3 (QUIC), and congestion control algorithms CUBIC and Bottleneck
Bandwidth and Round-trip propagation time (BBR). The Google Chrome browser over a 4G network was used as the
client. Performance was evaluated using the Time to First Byte (TTFB) metric, file download speed, and total web page
load time. Measurements were performed multiple times using Chrome DevTools and client-side scripts. The paper
provides a detailed description of the server configuration process for enabling HTTP/3.

Results. The experiments showed that using HTTP/3 (QUIC) reduced the time to first byte by 23.06% and accelerated
full page load by 9.5% compared to HTTP/1.1. The theoretical model predicted a TTFB reduction of 71.43% due to the
combined QUIC and TLS 1.3 handshake. The observed discrepancy was attributed to the specifics of UDP traffic
processing by internet service providers, the experimental status of the implementation, and mobile channel instability.
When downloading large files, the CUBIC and BBR algorithms provided comparable average speeds (=13.12 MB/s and
12.75 MBY/s, respectively). However, BBR transmitted 18.2% more data within the first three seconds, demonstrating
faster ramp-up to operational speed and a more stable transfer profile.

Discussion. Practical results partially differed from theoretical estimates: the observed latency reduction was lower than
expected due to Transport Layer Security (TLS) implementation features, UDP traffic processing by Internet providers,
and hardware characteristics. It is shown that the advantages of QUIC/HTTP/3 are most noticeable under conditions of
multiple short requests and high latency. The advantage of BBR over CUBIC is realized not in long-duration transfers,
but when loading numerous small page resources — a typical web interaction scenario. To improve the reliability of
performance evaluation, further experiments are planned under various network conditions, protocol implementations,
and geographically distributed clients.

Conclusion. The study confirmed the advantages of HTTP/3 (QUIC): TTFB decreased by 23.06%, and page load time
by 9.5%. However, the theoretical model predicted a greater reduction, indicating the influence of implementation and
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network environment factors. The comparison of CUBIC and BBR revealed the advantage of BBR when transferring
small-sized files. Despite the complexity of HTTP/3 configuration, the transition is justified for services with a significant
number of resources. The experimental limitations indicate the need for further studies under different network scenarios.
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Beeoenue. OGecrieueHne 1 MOBHIICHUE JOCTYITHOCTH BeO-peCypcoB B ceTH MIHTepHET NpeCcTaBiIsIeT co00i akTyalbHyTO
3ajady Uil pa3pabOTUYMKOB MH(POPMAIMOHHBIX CHCTeM. KpUTHYeCKyro poiib B JOCTYIIHOCTH CTPAHHMI[ IO NPOTOKOIY
Hypertext Transfer Protocol (HTTP) urpaet Bepcus MpoTOKOJIa U €r0 peaTn3alysi Ha TPAaHCTIOPTHOM ypoBHE. [TpoTokon
Quick User Datagram Protocol Internet Connections (QUIC), pa3paboTtannslit kommanueir Google, mo3BosieT JOOUTHCS
MIPUPOCTa CKOPOCTH 3arpy3KH pecypcoB 3a cuéT nmpuMmeHeHus nporokoia User Datagram Protocol (UDP) 8 HTTP/3. On-
Hako QUIC uMeer cTaTyc SKCIIEPUMEHTAIBLHOTO, & B CYIIECTBYIOIIMX MCCIEAOBAHUAX OCHOBHOE BHUMAHHUE YAEISETCS
TEOPETHYECKUM acCIieKTaM WIJIM OOIIMM IMOKa3aTelisiM B ro0aibHOM cetu. [Ipu 3TOM ocTaroTcsi HEAOCTAaTOUHO M3Y4eH-
HBIMH: OJTHOBPEMEHHOE COIOCTABJIEHHE TPEX BEPCH IPOTOKOJIA B €JMHBIX KOHTPOJIUPYEMBIX YCIOBHSX, IPAKTHUECKHE
CJIO’KHOCTH KOH(UTypUPOBaHUS M BIIMSIHHE AITOPUTMOB KOHTPOJISI IEPETPY30K HA MPUKIIAHBIE METPUKH; TPYA03aTPAThI
Ha BHEJPCHHE U HACTPOUKY; YCHIIHS 110 HACTPOHKE M KOJIMYECTBEHHAs! OLICHKA BEIMTPHIIIA B KOHTPOINPYEMBIX YCIOBHSX.
VYka3zaHHbIE ITPOOEIBI OPMUPYIOT Pa3pbiB MEKIY TEOPETHUSCKUMH OXHIAHUSAMH M IpaKTHIeCcKOW peanusanueit. [lo-
3TOMY HENbI0 JAHHOTO HCCIIEJOBAHMS SBWJIACH SKCIEPHUMEHTaNbHasl OleHKa npuknagHoi s¢dexrusHoctn HTTP/3
(QUIC) B KOHTPOJIUPYEMBIX YCIOBHUSIX HAa €IHHOM TECTOBOM CTEHIIE, BKItoUaromas conocrasienue HTTP/1.1, HTTP/2,
HTTP/3, ananu3 BiausiHus anroputMoB KoHTpods neperpy3zok CUBIC u BBR u nokymeHTHpoBaHue npoueaypbl KOHPH-
rypuposanust HTTP/3-cepsepa.

Mamepuanvi u memoowt. J1ns1 viccienoBaHust ObUT Pa3BEPHYT TECTOBBIM CTEH] HA OCHOBE BHPTYAIBHOTO CepBepa IMoJ
ynpasnenueM omnepaionHoi cucremsl (OC) Linux u BeG-cepBepa nginx ¢ nognepxxkoit HTTP/1.1, HTTP/3 (QUIC), a
Takke anroputMoB kKoHTpours neperpy3ok CUBIC u Bottleneck Bandwidth and Round-trip propagation time (BBR). B
KavecTBe KIMEeHTa ucnonb3oBaics Opaysep Google Chrome B cetr 4G. [Ipon3BoANTEIBHOCTH OLIEHUBANIACH 110 METPHUKE
Time to First Byte (TTFB), ckopocTtu 3arpy3ku ¢aiiioB 1 BpeMeHH OTHOH 3arpy3Ku BeO-CTpaHUIEL. 3aMephl BHITIOTHS-
JIMCh MHOTOKPATHO ¢ Hcrnionb3oBanneM Chrome DevTools 1 KineHTCKUX CKpHIITOB. B cTaTthe moapoOHO omrcaH mporece
HACTpOUKHU cepBepa ans padote ¢ HTTP/3.

Pe3ynromamut uccnedosanuii. JkcriepuMeHTh okaszanu, yto npuMmenenrne HTTP/3 (QUIC) cokpaiaeT Bpems 10 mep-
Boro Oaiita Ha 23,06 % M YCKOPSET MOIHYIO 3arpy3Ky cTpaHullpl Ha 9,5 % mo cpaBuenuto ¢ HTTP/1.1. Teopetnueckas
MoJienb mporuosuposaina camwkenne TTFB na 71,43 % 3a cuét oobeaunénnoro pykomnoxarus QUIC u TLS 1.3. Bsiss-
JICHHOE PacxXoJieHHe 00yCIIOBIeHO ocobeHHOCcTs MU 00paboTki UDP-Tpaduka oneparopaMu, SKClIepUMEHTAIbHBIM CTa-
TYCOM peaJIU3aliy U HeCTaOMIBHOCTBIO MOOMIbHOTO KaHaa. [Tpu ckaunBanuu kpynHbIX ¢aiinos anroputmbl CUBIC n
BBR obecneunim conocTaBUMYI0 cpenHioio ckopocTs (=13,12 u 12,75 MbB/c cootBetcTBeHHO). OntHako BBR 3a epBrie
TpHY CeKyH[bI Tepenan Ha 18,2 % Ooplie JaHHBIX, IEMOHCTPUPYS OoJiee OBICTPHIN BBIXOA Ha pabodyI0 CKOPOCTh U CTa-
OMITBHBIH IPO(UITH TIepeaayn.

Oécyacoenue. TIpakTuueckue pe3yabTaThl YACTUIHO PACXOIATCS ¢ TEOPETHIECKUMH OLICHKAMH: CHIDKCHUE 3aJEPIKKH
0Ka3aJIOCh MEHbIIE NPOTHO3UPYEMOro u3-3a ocobeHHocTel peanmsammu Transport Layer Security (TLS), o6pabotku
UDP-tpaduka npoBaiiiepamu u XapakTepucTuk obopynoBanus. [lokazano, uto npeumymecta QUIC/HTTP/3 naubo-

Jiee 3aMETHBI IIPH MHOXKECTBEHHBIX KOPOTKHX 3alpocax M BHICOKHX 3amepikkax. [IpemmymectBo BBR mepen CUBIC
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peanu3yercs He Ha JUTUTENbHBIX Tlepeadax, a Mpu 3arpy3ke MHOXKECTBa HeOOIIbIINX PECYPCOB CTPAHULIBI — THITUYHOT'O
CleHapHsl BeO-B3auMoIeicTBU. J{7Is1 IOBBIICHNS JOCTOBEPHOCTH OIICHKH MPOU3BOJAUTEIIEHOCTH TUIAHUPYETCS PACIIIH-
PEHHUE DKCIIEPUMEHTOB C Pa3IMYHBIMU CETEBBIMHU YCIOBUSIMH, peaM3allisIMU MMPOTOKOIA U reorpaduuecKku pacrpee-
NEHHBIMH KJIMECHTAMH.

3akarouenue. Viccnenoranue noarsepmmio npeumytmectso HTTP/3 (QUIC): TTFB cuusmiics Ha 23,06 %, BpeMs 3a-
rpy3ku cTpaHunbl — Ha 9,5 %. [Ipu 3TOM TeopeTHdeckass MOJICTb MPOTHO3UPOBANIa 00JIee CYIICCTBEHHOE COKpAIICHUE,
YTO yKa3bIBaeT Ha BIUSHUE ocoOeHHOCTel peanu3anuu u ceteBoit cpenpl. Cpapaenne CUBIC u BBR BeisiBUIIO TpenmMy-
mectBo BBR npu nepenade aiinoB manoro oopéma. HecmoTpst Ha ciokHOCTh KoHpUrypuposanus HTTP/3, mepexon
OTIpaBJIaH [UIs CEPBUCOB CO 3HAYUTEIBHBIM KOJIMYECTBOM pecypcoB. OrpaHIUYCHHS 3KCIIEPUMEHTA TPEOYIOT PacIIHpCHHS

HUCCIIEIOBAaHUM B Pa3JINYHBIX CETCBBIX CHCHAPUAX.

KiroueBbie cioBa: QUIC, HTTP/3, mpoToKoIbI TPaHCHOPTHOTO YPOBHS, alrOPUTMBI KOHTPOJS Teperpy3ok, BBR,
CUBIC, TTFB, npou3BOIUTEIHHOCTD BEO-TIPHIOKCHHIN

BaarogapHocTH. ABTOpHI  BBIPOKAIOT HWCKPCHHIOK IPHU3HATEIBHOCTH COTpyAHUKaM Kadenpel «CereBbie
nHPOPMALMOHHBIE TEXHOJIOTHH M CEPBHCHD MOCKOBCKOTO TEXHHYECKOTO YHHUBEPCHUTETA CBA3M W MHPOPMATHKU 32
MOJIICPKKY B MpoBeaeHun uccienoBanusa. Ocobast 6aromapHOCTh BBIpaKaeTcsl peAaKIMOHHOW KOMaHJIE JKypHaia 3a
BHUMATEIBHOC OTHOIICHUE K PYKOIWCH, OICPATHBHOE COMPOBOXKICHHE MOATOTOBKH MYOJNHKAIIMA M OpPTaHHU3ALUI0

npoliecca pereH3nPOBaHHsL.

Jasi mutupoBanus. Paxmanu JI., Cyxapes C.I1. DpdekTHBHOCTh W NEPCIIEKTHBBI AKCIIEPUMEHTAIHLHOTO MPOTOKOJIA
Quick User Datagram Protocol Internet Connections. Advanced Engineering Research (Rostov-on-Don).
2026;26(2):2228. https://doi.org/10.23947/2687-1653-2026-26-2-2228

Introduction. Today, available web resources constitute a valuable knowledge base and are an integral part of the
operations of organizations across different sectors. The development of the online advertising market is a key factor in the
growth of the entire advertising industry in the Russian Federation [1]. Providing comfortable interaction of the end user
with information systems on the Internet is a priority task for companies of any scale. The research shows that even a slight
increase in web page performance can have a significant positive impact on the financial performance of a business [2, 3].

Data is transmitted to the World Wide Web (WWW) via the HTTP protocol, which has three main versions [4]. Web
server support for modern protocols can favorably affect the user experience when browsing websites [5]. HTTP/3 is
based on the Quick User Datagram Protocol Internet Connections (QUIC) protocol [6], which was developed as an
alternative to the Transmission Control Protocol (TCP) used in previous versions of HTTP [7], in order to increase the
speed and security of Internet connections.

Analysis of the current literature identifies both the progress made and major discrepancies within the findings. In [8],
the results of the large-scale deployment of QUIC in the Google infrastructure are presented: the delay in search service
responses decreased by 8.0% for desktop platforms and 3.6% for mobile users, the frequency of video playback
interruptions decreased by 18.0% and 15.3 %, respectively. The authors note that the gain grows with an increase in the
Round-Trip Time (RTT) metric and packet loss, but it turns out to be lower than theoretically expected, including due to
implementation limitations and the specifics of operators' network equipment. This means that transferring conclusions
to moderate-scale deployments requires independent experimental verification.

The authors [9] compared QUIC and TCP in a laboratory environment with a locally installed server and found
minimal differences between HTTP/2 and HTTP/3 in multithreaded transmission. In another article, [10], on the contrary,
in a similar scenario with a loss rate of 12%, a five-fold advantage of HTTP/3 over HTTP/2 was recorded. This
contradiction is due to the difference in network conditions. It remains unresolved in relation to regular deployment
without simulated network disruptions. At the same time, the works do not include HTTP/1.1 as a starting point for
comparisons and do not contain data on the TTFB metric.

In [11], client-server protocols were investigated from the standpoint of fault tolerance and security under real network
conditions. It was found that when switching to QUIC, the actual performance gain varied depending on the configuration
of the intermediate network equipment. This conclusion is consistent with the observation of the authors [8] about the

discrepancy between the theoretically expected and practically achieved gains from the protocol.
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Review paper on the prospects of HTTP/3 and QUIC [12] shows that the combined QUIC handshake and built-in
TLS 1.3 encryption form the theoretical basis for significantly reducing latency. However, the researchers point to
difficulties in practical deployment due to the immaturity of protocol support in server software. Moreover, the paper
does not provide a specific configuration procedure.

Paper [13] has documented that 19.38% of requests in a large mobile web service fall into the slow-start phase, where
the statically set initial congestion window size does not correspond to the actual bandwidth. This study thus confirms
that the slow start mechanism of the CUBIC algorithm creates measurable delays when transferring small files, which are
typically used to make up web pages, which serves as a basis for studying BBR as an alternative solution.

Paper [14] substantiated a BBR algorithm that used channel capacity and propagation delay estimation instead of
packet loss as a congestion signal. Deployment of BBR in Google B4 backbone network resulted in throughput increases
of 2-25 times compared to CUBIC. However, the paper analyzed aggregated throughput metrics, while the dynamics of
the transmission rate over time (the sawtooth profile characteristic of CUBIC compared to the more stable BBR profile)
were not experimentally visualized.

Study [15] documented that in QUIC implementations, the CUBIC algorithm remained the default, while BBR was
provided as an option. Experiments conducted by the authors in the ns-3 simulator showed that BBR provided higher
throughput compared to CUBIC at high channel delays, but at low bandwidth it was inferior to it in terms of the number
of lost packets. However, the paper does not analyze the dynamics of the transmission rate over time, which leaves open
the question of the stability of the speed profile of each of the algorithms.

This review highlights three interrelated gaps. Existing papers do not compare HTTP/1.1, HTTP/2, and HTTP/3
simultaneously under consistent, controlled conditions: most studies are limited to comparing HTTP/2 and HTTP/3.
Protocol performance data varies significantly depending on testing conditions, and benchmarking under normal
conditions without proxy servers or artificially introduced packet loss in an emulated network environment is
underrepresented. Furthermore, the practical procedure for configuring a standard web server for HTTP/3 is not
documented in the scientific literature. Thus, the research gap lies in the lack of studies that, within a unified
methodological framework, simultaneously: compare HTTP/1.1, HTTP/2, and HTTP/3 under controlled conditions;
document the procedure for configuring a standard web server to support HTTP/3; evaluate the impact of the CUBIC and
BBR congestion control algorithms on applied web access metrics. Addressing this gap determines the objective and tasks
of this study.

The research objective was to experimentally evaluate the application performance of HTTP/3 (QUIC) under
controlled conditions on a single testbed through comparing HTTP/1.1, HTTP/2 and HTTP/3, analyze the impact of the
CUBIC and BBR congestion control algorithms, and document the HTTP/3 server configuration procedure.

To achieve this objective, the following tasks were completed:

— deploy a testbed supporting HTTP/1.1, HTTP/2, and HTTP/3;

— document the web server configuration sequence for HTTP/3;

— measure and compare TTFB and full page load time for different HTTP versions;

— compare the behavior of the CUBIC and BBR algorithms when transferring a large file;

— interpret the results obtained taking into account theoretical expectations and published research.

Materials and Methods

Equipment. To conduct the experiments, a testbed was prepared consisting of a virtual machine rented from the
[Xcellerate data center in Moscow. The following specifications were used: one 2.4 GHz Virtual Central Processing Unit
(vCPU), 2 GB of RAM, and a personal workstation running Ubuntu 22.04.5 Long-Term Support (LTS). Both devices
had internet access. The virtual machine had a static Internet Protocol (IP) address with the domain name serafimdev.com.

Research Plan. Three experiments were planned for this study: comparison of connection establishment speed using
HTTP/1.1, HTTP/2, and HTTP/3; comparison of test page loading speed using HTTP/1.1, HTTP/2, and HTTP/3; and
comparison of data transfer speed using the CUBIC and BBR congestion control protocols.

The experiments were performed in the following sequence. On a virtual machine, a web server (nginx) was installed
and configured with three subdomains, each responsible for serving traffic over one protocol version: HTTP/1.1, HTTP/2,
and HTTP/3. To assess connection speed, the TTFB metric was measured on each subdomain. A web page template

consisting of 32 files was then uploaded to the server, and the time it took to fully load was measured. For an experiment
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comparing congestion control algorithms, a 3 GB file was uploaded to the server. Downloads were performed sequentially
with the CUBIC algorithm active (default configuration) and after switching to BBR, in both cases recording the transfer
rate profile. Subsequent analysis of the research findings included a comparison of the experimental data with theoretical
values obtained from the model presented below.

When using HTTP/1.1 with TLS 1.2 encryption, the total time to send the first byte of data consisted of several
connection initialization stages (Table 1), each of which took a certain number of round trips between network nodes.
Thus, the expected initialization time for a secure connection via HTTP/1.1 was obtained using formula (1).

Table 1
HTTP/1.1 Connection Initialization Steps
Contributi
Step Assignment . .(?n r 1 u 1on.
to initialization time
1 Three-way Handshake of TCP protocol 1.5 RTT
) ClientHello/ServerHello message exchange with protocol cipher | RTT
negotiation TLS [16]
3 Transferring certificate and session keys for TLS protocol [16] I RTT
Trep =1L.SRTT +1RTT +1RTT =3.5RTT. e

The QUIC protocol combined the transport and cryptographic handshake based on TLS 1.3, reducing the total cost to
1 RTT. From formula (2), we obtained the theoretical gain in terms of the TTFB metric.

:M.loo%zwzﬂ.%%. 2)
Tror 3.5RTT

Tooling. All measurements were performed using a 4G mobile internet connection. Nginx version 1.27.4 was installed
on the virtual machine, as support for HTTP/3 connections was added to the Nginx web server starting with
version 1.25.0".

For the experiments, three subdomains were configured: httpl.serafimdev.com, http2.serafimdev.com, and
http3.serafimdev.com, with Let's Encrypt certificates for the HTTP/1.1, HTTP/2, and HTTP/3 protocols, respectively.
Certbot, a software tool for automating certificate management, was used for the configuration.

The server settings were verified using Google Chrome developer tools. When exchanging data over HTTP/3, the
protocol column should display h3 values (Fig. 1). These tools also provided information for assessing web page
performance and component loading speeds. They were used to measure full page load times.

Resource Status  Protocol

© images.html 200 h3

= | ipg 200 h3
= ipg 200 h3
== 3ipg 200 h3
“ 4jpg 200 h3
=50 200  h3

Fig. 1. HTTP/3 protocol in developer tools

The TTFB metric was obtained using a JavaScript script that performed server requests and recorded the metric values.
A similar approach was applied to collect the data needed to visualize graphs of resource utilization rates by various
overload control algorithms. When making measurements, it was important to disable query caching in the developer’s
tools to eliminate the impact of the local cache on the results. The collected data was processed using the numpy and
matplotlib libraries for Python. To integrate the non-standard BBR overload control algorithm into the operating system
kernel — Ubuntu 22.04.5 LTS was used in this study — it was necessary to download the corresponding module — sudo
modprobe tcp_bbr and change the value of the variable — sudo sysctl -w net.ipv4.tcp_congestion _control=bbr.

! Mukhin S. How to Enable HTTP/3 in NGINX. SergeyMukhin.com. URL: https://sergeymukhin.com/blog/kak-vklyuchit-http3-v-nginx (accessed:
11.10.2025). (In Russ.)
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Procedures. The Internet connection is often unstable; therefore, a statistical analysis of the results was applied to
avoid the impact of outliers on the results of the study. In experiments to measure the connection initialization time and
page loading speed, measurements for each protocol were performed 20 times. Then, the interquartile range method was
applied to identify outliers, and the arithmetic mean — to aggregate the remaining measurements into the final result. The
upper and lower limits of emissions were determined from formulas (3) and (4).

Lower limit = Q1-1.5x IQR; 3)
Lower limit = 03+1.5x IQOR, 4)
where Q1 — 25th percentile, O3 — 75th percentile, IOR = Q3 — O1.

When analyzing the transfer rate, the JavaScript XMLHttpRequest module was used for measurements, which
provided the number of bytes downloaded every unequal number of milliseconds. Due to the small gap between
measurements and the instability of the network, the raw data contained a large number of outliers. To obtain more visual
graphs, the results were smoothed using a moving mean with a window of 31 dimensions.

Research Results

HTTP/3 Server Setup Procedure. Documentation of the testbed configuration process was an independent research
task. To organize access to web content via HTTP/3, a server with an operating system and access to it was required. The
study used a server with the Ubuntu 22.04.5 LTS operating system with remote SSH access. During the setup process, a
key difficulty was identified when organizing an HTTP/3 web server — the need to use the nginx mainline repository
instead of the standard one.

The default Ubuntu 22.04.5 LTS repository contains nginx version 1.18, while HTTP/3 support has been available
since version 1.25.0. To install the latest version, it was necessary to add the main repository with the latest software

versions to the system using the commands shown in Figure 2.

curl https://nginx.org/keys/nginx_signing.key | gpg --dearmor \
| sudo tee /usr/share/keyrings/nginx-archive-keyring.gpg >/dev/null

echo "deb [signed-by=/usi/share/keyrings/nginx-archive-keyring.gpg] \
http://nginx.org/packages/mainline/ubuntu "lsb_release -cs’' nginx" \
| sudo tee /etc/apt/sources.list.d/nginx.list

Fig. 2. Adding the nginx mainline repository to the operating system's package sources list

These instructions write the key used to sign packages from the new repository to the system's trusted keystore:
/usr/share/keyrings and add the address of the nginx mainline repository to the package sources list /etc/apt/sources.list.d,
specifying the path to the package signing location. After completing these steps, installing nginx via the apt package
manager will use the repository that contains all the latest versions of the service.

Since encryption is built into the QUIC protocol, a certificate and domain name are mandatory requirements when
using HTTP/3. In previous versions of the HTTP protocol, TLS encryption is a separate layer, which adds latency when
establishing a connection but allows for unsecured data exchange. Unencrypted HTTP is suitable for networks where
encryption is already provided via a Virtual Private Network (VPN). Therefore, using HTTP/3 in such networks
necessitates the configuration of certificates. The testbed used issued certificates from Let's Encrypt using certbot, a
certificate automation software.

Additionally, changes must be made to the site configuration file (Fig. 3). The key lines in the configuration are lines
3,10, 12, and 16. Line 12 contains an instruction enabling the use of the HTTP/3 protocol. Line 16 specifies the Alt-Svc
header. If this header is present in the server's response, the client switches to using HTTP/3 (if supported). Therefore,
lines 2 and 3 specify support for standard TCP connections and UDP over QUIC. Subsequently, the header value is
cached, and no header exchange occurs over TCP. Since QUIC operates on TLS version 1.3, this version is explicitly

specified on line 10.
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server {
listen 443 ssl;
listen 443 quic reuseport;

server_name http3.serafimdev.com;

ssl_certificate /etc/letsencrypt/live/http3.serafimdev.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/http3.serafimdev.com/privkey.pem;

ssl_protocols TLSv1.3;
http3 on;

quic_gso on;
quic_retry on;

add_header Alt-Svc "h3=":443"; ma=864080";

root /var/www/http3.serafimdev.com;
index index.html;

location / {
try_files $uri $uri/ =404;

}
}
server {
listen 80;
server_name http3.serafimdev.com;
return 3e1 https://$host$request_uri;
}

Fig. 3. Nginx configuration file for HTTP/3 site

TTFB. TTFB is a metric that shows how long it takes from sending a request to the start of resource transfer. A
JavaScript script was used to conduct the measurements. The resulting values are presented in Table 2.

Table 2
TTFB Measurements for Different HTTP Protocol Versions
HTTP/1,1, ms HTTP/2, ms HTTP/3, ms
20.5 80.3 69.4
28.3 28.4 26.8
38.3 24.4 29.1
27.0 30.4 16.3
41.3 29.1 21.1
24.8 25.7 17.5
30.1 332 18.4
26.7 30.4 23.2
30.9 46.0 22.4
24.7 15.6 23.1
29.2 26.0 24.1
333 23.6 19.7
259 26.1 24.3
34.7 26.3 23.7
333 25.1 23.5
333 32.5 25.4
259 26.5 26.4
29.4 19.7 22.6
25.0 26.9 24.5
22.7 28.6 15.8

The following values w

ere obtained:

— HTTP/1.1: no outliers, mean 29.27 ms;
— HTTP/2: three outliers, mean 27.23 ms;
— HTTP/3: one outlier, mean 22.52 ms.
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~29.27-22.52
o 2927
According to calculations from formula (5), the experiment showed that the transition from HTTP/1.1 to HTTP/3 with
the QUIC protocol provided a reduction in time to first byte (TTFB) by 23.06%.
Page Load Time. To study the impact of using the QUIC protocol on the loading speed of a typical web page, a page

100% =~ 23.06%. (5

template consisting of 32 files, totaling 728 kilobytes, was found in open sources. The values obtained are presented in
Table 3.

Table 3
Page Load Time for Different Versions of HTTP Protocol
HTTP/1,1, ms HTTP/2, ms HTTP/3, ms
1140 1060 781
826 794 699
1160 953 630
726 851 733
731 940 622
757 814 652
746 846 669
815 908 978
791 747 764
834 832 917
709 1060 725
830 868 601
951 744 890
1020 785 643
677 725 906
806 711 739
1100 695 647
743 922 687
775 750 652
739 658 678
The following values were obtained:
— HTTP/1.1: 3 outliers, mean 792.7 ms;
— HTTP/2: no outliers, mean 833.15 ms;
— HTTP/3: 1 outlier, mean 717.63 ms.
:792.7—717.63.100%z9'5%' 6)
792.7

Calculation from formula (6) shows a reduction in page load time of 9.5% when using HTTP/3 and QUIC compared
to HTTP/1.1 and TCP.

Transfer Speed. A 3 GB file was used for the experiment, transmitted via the HTTP/2 protocol. The choice of HTTP/2
for this experiment was driven by methodological considerations: the comparison aimed to isolate the effect of the
congestion control algorithm on the throughput profile, without additional effects from the transport protocol. The
HTTP/3 (QUIC) protocol implements its own congestion control stack on top of UDP, while HTTP/2 uses the standard
TCP stack of the operating system kernel, in which switching between CUBIC and BBR algorithms was performed
directly through Linux kernel parameters without changing the application-layer protocol logic. A file was downloaded
using the CUBIC and BBR congestion control algorithms. Figures 4 and 5 show the initial fragments of the download
speed graphs using CUBIC and BBR, respectively.
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Fig. 4. Download speed when using CUBIC
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Fig. 5. Download speed when using BBR

When using the BBR algorithm, speed remained constant most of the time. Average download speed was 13.12 MB/s
for CUBIC, and 12.75 MB/s for BBR.
The area under the graph curve reflects the amount of information transmitted. It was calculated from formula (7). In

the first 3 seconds of transmission, 23.1568 MB of data were transmitted using CUBIC, and 27.3622 MB using BBR.
3000

3000
S=J. v(0)dr= Y N ). 7
0 Py 2

Discussion. The results obtained show that the practical gain from the implementation of HTTP/3 (QUIC) is
confirmed experimentally, but its value turns out to be significantly lower than theoretically expected. This requires
interpretation taking into account the characteristics of the network environment, software implementation, and
measurement methodology.

Configuration Complexities and Operational Risks. The described configuration procedure presents a number of
practical challenges that must be considered when planning a production HTTP/3 deployment.

The first challenge is the inability to use standard virtual machine and container images for automated deployment.
Most official Ubuntu images and popular Nginx container images based on Alpine Linux or Debian include a version of
Nginx from the distribution repository that does not support HTTP/3. When using such images in orchestration systems
(Kubernetes, Docker Compose), each node requires either manually adding the mainline repository and reinstalling nginx,
or building a custom image with the required version. This complicates automation and increases operational costs for
infrastructure maintenance [17].
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The second complication stems from the protocol negotiation mechanism via the Alt-Svc header. The first connection
between the client and the server is always established over TCP (HTTP/1.1 or HTTP/2), and only after receiving the Alt-
Svc header in the response does the browser switch to QUIC for subsequent requests. If there is an intermediary node
between the client and the server — a load balancer, reverse proxy, or CDN node — that does not support QUIC or blocks
UDP traffic on port 443, the Alt-Svc header either does not reach the client, or the client is unable to establish a UDP
connection. This behavior complicates diagnostics and creates the risk of a hidden lack of effect from protocol
implementation. According to the QUIC core specification [18], if UDP transport is unavailable, the client should fall
back to a TCP connection without explicitly signaling an error. That makes the absence of HTTP/3 in real traffic difficult
to diagnose without explicit instrumental verification. To verify the use of HTTP/3, explicit verification via browser
developer tools or server logs with protocol version information are required.

A prerequisite for establishing an HTTP/3 connection on the client side is a browser with QUIC support enabled. In
Google Chrome, support for the protocol has been enabled by default since version 87, but in corporate environments, it
can be disabled via group policies. With QUIC disabled, the browser will not establish HTTP/3 connections, regardless
of the correct server configuration and the presence of the Alt-Svc header.

Interpretation of TTFB Results. The combined QUIC and TLS 1.3 handshake, specified in RFC 9001 [19] and
based on the TLS 1.3 specification [20], theoretically reduces initialization to 1 RTT, but the practical efficiency of this
mechanism is sensitive to the implementation details of the cryptographic stack on specific hardware and in a specific
software version. A 23.06% reduction in TTFB when switching from HTTP/1.1 to HTTP/3 experimentally confirms the
advantage of the unified QUIC handshake, which eliminates the additional RTT, typical of separate TCP and TLS
initialization. However, the measured gain is significantly lower than the theoretically expected value of 71.43%, which
is explained by a combination of factors.

Processing of UDP packets on the provider's intermediate network equipment is often less optimized compared to
TCP traffic: routers and firewalls are traditionally configured for the TCP load profile, and some operators apply
additional inspection or throttling of UDP flows [8, 11]. QUIC implementations in nginx and Google Chrome remained
experimental at the time of the experiment, which manifested itself in suboptimal stack parameter values and additional
overhead at the application level. The 4G mobile channel introduces an unstable variable component of latency, which
offsets some of the gain from the reduced RTT during connection establishment. A similar discrepancy between theory
and practice was recorded in Google large-scale deployment of QUIC, where the actual search latency reduction
was 8.0% for desktop users and 3.6% for mobile users, instead of the theoretically expected values [8], and was also
confirmed in domestic studies of real-world network conditions [11]. This finding also aligns with the data from
ITSumma?, which observed a 12.4% decrease in TTFB. Collectively, this points to a systemic discrepancy between the
theoretical and practical performance of the protocol at its current stage of evolution.

Page Load Time Interpretation. The 9.5% speedup in full test page load time using HTTP/3 compared to HTTP/1.1
is primarily due to multiplexing requests within a single QUIC connection and eliminating Head-of-Line blocking at the
transport layer. When loading a test page consisting of 32 files, HTTP/3 processes all requests in parallel without
deadlocking, whereas HTTP/1.1 is limited by the number of parallel TCP connections.

A notable anomaly in the HTTP/2 results is its average load time (833.15 ms) exceeding that of HTTP/1.1 (792.7 ms).
This effect is an artifact of the statistical methodology used, rather than an indicator of any actual protocol inefficiency.
In the HTTP/1.1 sample, the interquartile range method excluded three values exceeding the upper bound, significantly
lowering the resulting mean. The average load times for HTTP/1.1 and HTTP/2 across all twenty measurements without
removing outliers are 843.8 ms and 833.15 ms, respectively. This confirms HTTP/2's superior load performance compared
to HTTP/1.1. The HTTP/2 data had no upper-bound outliers, indicating that the protocol achieved a more even distribution
of response times by multiplexing requests and prioritizing streams within a single TCP connection. Thus, the comparison
of cleaned means does not correctly reflect the real relationship between protocols: HTTP/2 shows higher stability and
less variability, while the final mean value after removing outliers turned out to be statistically lower for HTTP/1.1.

2 ITsumma. HTTP/3 and QUIC: Future of Fast Internet. Habr. URL: https:/habr.com/ruw/companies/itsumma/articles/497520 (accessed: 11.03.2026). (In Russ.)
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Interpretation of CUBIC and BBR. Average transfer rates for a 3 GB file using CUBIC (13.12 MB/s) and BBR
(12.75 MB/s) are comparable: the 3% difference is within the measurement error for an unstable mobile channel. This
result is predictable for long-term transfers of a single file: over hundreds of seconds, both algorithms reach a steady-state
channel load, and differences in initialization strategies no longer determine the final average speed.

The fundamental difference between the algorithms is evident in the transmission profile. CUBIC exhibits a
characteristic sawtooth speed profile (Fig. 4): it increases monotonically from starting values of less than 10 MB/s to the
operating level in approximately four seconds. After that, it cyclically decreases during periods of packet loss. BBR,
which uses Bandwidth-Delay Product (BDP) throughput estimation, maintains a stable speed from the first seconds.

When working with the Web, most requested files are small. Assume that the size of a single resource file for a web
page is 63 KB, the initial slow-start window size is 10 kilobytes (the default setting on Linux systems), and the maximum
window size is 64 KB. With slow-start, the CUBIC algorithm uses an exponential function to increase the congestion

cwnd 64
A=|log,—= |=|log,— |=3. 8
|: 5p) cwnd, } [ 82 10} (3)

window [21].

The calculation result obtained from formula (8) shows that transferring the file requires tripling the congestion
window size, which takes 3 RTT. Had the transmission started with a congestion window of 64, the transfer could have
been accomplished in just 1 RTT.

It is this initial period that determines the practical significance of BBR for web services. A typical page resource —
a script, stylesheet, font — is transferred in one or two RTT and fits within CUBIC slow-start phase, during which the
algorithm has not yet reached its congestion window. In this scenario, BBR ensures immediate access to optimal speed,
which ultimately reduces the time it takes to download multiple small resources in parallel. Thus, BBR advantage over
CUBIC is realized not during long transfers, but during page resource downloads, accompanied by multiple short requests
immediately after establishing a connection.

Quantitative confirmation of the advantage of BBR in the initial phase of transmission is provided by a comparison
of the areas under the curves of the speed graphs calculated from formula (7) by the trapezoidal method. In the first three
seconds of transmission, the CUBIC algorithm ensured the transfer of 23.16 MB of data, while BBR provided the transfer
of 27.36 MB, which is 18.2% more. This result is consistent with the experimental results in [15], where higher BBR
throughput was recorded at high RTT values, which are typical for intercontinental connections.

A promising direction for further research is to experimentally test the benefits of BBR directly in a web scenario:
measuring the full page load time of a page consisting of multiple small resources using the CUBIC and BBR algorithms
in combination with each version of the HTTP protocol. Such an experiment will allow us to quantify the extent to which
the accelerated speed of BBR translates into reduced page load time in a real web scenario, as well as determine which
combinations of protocol version and congestion management algorithm produce the most pronounced practical effect.

Study Limitations and Practical Recommendations. While the results obtained are practically valuable for
evaluating the gains of switching to HTTP/3, several limitations of the experimental testbed restrict the applicability of
the conclusions.

The setup included a single virtual machine with one vCPU and a single client connected via a 4G mobile network.
The mobile network introduces unstable, variable latency and inconsistent bandwidth, increasing measurement variability
and making it difficult to isolate protocol effects from channel effects. Transport protocol performance is significantly
dependent on network topology, RTT wvalues, packet loss rates, and intermediate equipment policies; therefore,
transferring the results to other network scenarios requires independent experimental verification [22, 23].

The limited sample size (20 measurements per protocol) provides sufficient accuracy for an initial assessment, but is
insufficient for constructing statistically robust confidence intervals. The lack of geographically distributed clients precludes
assessing the impact of high RTT — the conditions under which QUIC advantage is theoretically most pronounced.

Based on the data obtained, the following practical recommendations can be formulated. Switching to HTTP/3 is
primarily advisable for services with a large number of small resources per page, high-latency audiences (mobile users,
remote regions), and requirements for minimizing TTFB. For services that predominantly transfer large files over stable
wired connections, the practical gain from switching will be minimal. BBR is recommended for use alongside HTTP/3:
although it achieves a comparable average throughput on long-lived transfers, it offers a stable rate profile and shortens
the time to reach full operating speed — a critical advantage precisely in the web scenario of numerous short requests.
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To improve the reliability of performance assessment in subsequent studies, a comparison of alternative QUIC server
implementations (in addition to nginx) is justified, as well as an analysis of the impact of proxy servers on performance
metrics when using QUIC [10].

Conclusion. The study has confirmed that implementing the QUIC protocol provides practical gain in terms of web
interaction speed. This resulted in a 23.06% reduction in TTFB and a 9.5% reduction in test web page load time. The
model presented in the article predicts a 71.43% reduction in TTFB, not 23.06%. This discrepancy reveals the significant
impact of the protocol's experimental status on its availability on network infrastructure, as well as the critical role of
other factors discussed in the article for the protocol full-scale implementation.

The paper compares the CUBIC (standard) and BBR (most common in HTTP/3) congestion control algorithms, and
presents a theoretical justification for the advantage of BBR when transferring small files, due to its higher initial speed
and the absence of a slow-start mechanism. Similar advantages of BBR were documented in foreign studies. In particular,
article [15] noted the efficiency of this algorithm in channels with high RTT (intercontinental connections) due to the
modeling of the communication channel throughput.

The QUIC protocol in combination with HTTP/3 at the current stage of development is associated with certain
implementation difficulties, but it has significant potential for building high-performance information systems, which is
confirmed by the results of other studies [24], including in relation to systems with requirements for reliable delivery of
real-time traffic [25].

Setting up an HTTP/3 server requires loading additional modules into the operating system kernel. This negatively
impacts the adoption of the protocol, but if an organization has sufficient qualified personnel to support such an
infrastructure, switching to HTTP/3 can provide significant gains. The improved TTFB and the elimination of Head-of-
Line blocking can theoretically significantly speed up page resource loading. The performance gains can be particularly
noticeable on pages containing numerous small resources.

In addition to performance issues, the transition to QUIC and HTTP/3 poses specific challenges for the information
security infrastructure: built-in encryption complicates deep packet inspection (DPI) and the functioning of intrusion
detection systems, which is discussed in detail in [26] and requires separate consideration when planning production
implementation.

Limitations of the study include a simplified testbed configuration (one virtual machine and a 4G mobile channel) and a
small sample size. The results obtained have practical value for assessing the feasibility of switching to HTTP/3, but require
confirmation across a wider range of scenarios, as the performance of transport protocols is significantly dependent on network
topology, latency, and loss. The subject of congestion control algorithms can be addressed in more depth in subsequent
publications, in particular, it seems appropriate to compare various algorithms in combination with different versions of the
HTTP protocol. In modern information systems, proxy servers are widely used for traffic management. A promising direction
is to study the impact of such intermediate nodes on performance metrics when using QUIC [10].
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3aneneHHbll 6K1A0 A6MOPOE:
. PaxmaHu: pa3paboTka KOHUCIIHH 1 METOI0JIOTHH, HAy4HOE PYKOBOJICTBO, HAIIMCAHKE PYKOIIHCH, PEIAaKTUPOBAHHE.
C.II. CyxapeB: KypUpOBaHHE JaHHBIX, (OPMAIBHBIM aHaIW3, TMPOBEJACHHWE WCCIEAOBaHMs, pa3padoTKa

MIPOrPAaMMHOTO 00ECIICUCHHSI, BU3yaTH3allksl, HATMCAHUE YCPHOBUKA PYKOITUCH.
Kongpnuxkm unmepecog: aBTophbl 3asBJAAIOT 00 OTCYTCTBUM KOH(IUKTA HHTEPECOB.
Bce asmoput npouumanu u 0006punu 0KOH4amenbHolil 6APUAHIN PYKORUCH.
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