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Abstract

Introduction. Reliable identification of the probabilistic and temporal features of switching nodes is required for assessing
the quantitative characteristics of software-defined networks. Widely used queuing theory (QT) methods only
approximately specify and model the processes in an OpenFlow switch and its buffer memory. This results in understated
and unrealistic performance estimates for the designed network equipment, causing switch buffer overloading and packet
loss. A different modeling approach can solve this problem. The objective of this paper is to develop and study an
analytical model for the buffer memory of an OpenFlow switch in an SDN using advanced techniques.

Materials and Methods. The discrete Laplace-Stieltjes transform was used. Statistical characteristics of packet flows and
the throughput of communication channels for a given packet loss probability were taken into account. The OpenFlow
switch buffer memory model was based on the mathematical apparatus of the QT. It was constructed under the assumption
of recurrence of input data flows with batch arrivals. The model was based on schematic representations of the switch
structure, its record set, and a graph description of the transmission of network packets leaving the switch. We started
with schematic representations of the switch structure, its record set, and a graph description of the transmission of
network packets exiting the switch. Two model assumptions were taken as acceptable:

— arbitrary distribution of the relationship between the volume of data flows and their service time;

— discreteness of the distribution of the information flow structure.

Results. The developed model integrated the probability of packet flow loss, their statistical characteristics, the throughput
of computing devices, and the multiphase service procedure. When testing the model performance, we assumed that the
switch load increased from 0.1 to 0.9, and the loss probability — from 10~ to 107°. For these metrics, we determined how
the switch load affected the buffer memory size and latency. In the first case, the minimum value (memory capacity) was
0.201, the maximum — 10564. In the second, they were 0 and 470 ms, respectively. For simulation modeling, the
minimum time was 0 ms, the maximum — 2300 ms. The simulation and analytical modeling indicators were close at
loads below 50% and increased several times at loads above 50%. The indicators increased sharply with loads up to 70%,
and then increased exponentially.

Discussion. At low network loads, queues did not overflow, packets were not lost, and linear dependences were maintained.
At medium and high loads, packet flow processing was described by nonlinear dependences. The results of analytical and
simulation modeling diverged due to the explosive nature of self-similar network traffic and its approximate description by
the Pareto distribution. Switch load determined the feasibility of the proposed approach. The model is suitable for designing
elements of software-defined networks to analyze their resilience under various information impacts.

Conclusion. The proposed SDN analytical model determined the values and variances of the switch buffer memory size,
as well as the memory capacity for constructing address flow tables. The solution performance was tested with switch
loads ranging from 0.1 to 0.9. It is planned to create a model that takes into account request flows from both the external
network and the server.
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OPMZMH(lJleOE meopemuieckoe uccnedosatue

AHasmTH4eckasi mojaeJb Oydepuoit namatu OpenFlow komMmyTaTopa nporpamMmmHo
ynpasJsieMoii cetu SDN
I'.B. Caiocapes™~, B.I1. Mouanos -, /I.B. I'octeBa =" [

Cesepo-KaBkasckuii penepanbHblil yHHBepcHTET, I'. CTaBpomnoib, Poccuiickas deneparus
4 DVGus@yandex.ru

AHHOTALMA

Beseoenue. JloctoBepHOE BBISBICHHE BEPOATHOCTHO-BPEMEHHBIX OCOOCHHOCTEH y3JI0B KOMMYTAIlMH HEOOXOAMMO IS
OIIEHKH KOJMYECTBEHHBIX XapPaKTEPHUCTHK MTPOTPaMMHO KOHPHUTYpHpYeMBIX ceTeld. [IInpoko uenonap3yeMbie MeTOIBI TEO-
pun MaccoBoro obcimyxxkuanus (TMO) nuims NPUOTHKESHHO ONPECSISIOT U MOJCTUPYIOT MPOILECChl B KOMMYTaToOpe
OpenFlow u ero OydepHoii mamsTi. DTO BEJET K MOJIYYSHUIO 3aHIKEHHBIX, HE PEAIICTHYHBIX XapaKTEPUCTUK MPOCK-
THUPYEMBIX CETEBBIX YCTPOMCTB, meperpyske OydepHoii maMsTH KOMMYTaTOpOB M IOTEpE CeTeBHIX IakeToB. [Ipobnemy
MOXET PEIINTh WHOH IO0AX0/ K MoJesMpoBaHuio. Llens npencraBieHHON paboThl — CO3/1aHHE M MCCIICIOBAHUE aHAIIH-
THYecKoi Mozeinn OydepHoi namsitu OpenFlow koMMmyTaropa nporpaMmHo ynpasisemoit cetn SDN ¢ ucrons3oBanueM
YCOBEPLIEHCTBOBaHHBIX MeTo10B TMO.

Mamepuanovt u memoosl. 33IcCTBOBAJIM armapar JUCKPETHOTO mpeobpaszoBanus Jlamraca-Ctuirbeca. YUUTHIBAIACH
CTaTUCTHYECKUE XapaKTEPUCTUKHU TIOTOKOB MTAKETOB M MPOITYCKHAs CIIOCOOHOCTh KaHAJIOB CBSA3U MPH 3aJaHHOI BepoOsT-
HOCTH MOTEph MakeToB. Mogenb 0ydepHoii mamsatu kommyTtaTopa OpenFlow 6a3upyeTcs Ha MaTeMaTHYECKOM arapare
TMO. Ero cTpowiu B IPeaIoI0OKEHAN PEKYPPEHTHOCTH BXOIHBIX TOTOKOB JTAaHHBIX C IPYNIIOBBIM MOCTYIUIEHHEM. Mc-
XOJIFJTH U3 CXEMAaTHUYECKH MPEICTaBICHHBIX CTPYKTYp KOMMYTaTopa, Habopa ero 3amuceil u rpag)oBOTr0 ONHMCaHUS Iepe-
Jlau¥l BEIXOISAIIMX U3 KOMMYTaTopa CEeTeBBIX MaKeToB. [IpHHSIIM Kak IOMyCTHMBIE J1Ba OTPAHHMYECHUS MOJICIIH:

— IPOU3BOJILHOE pacHpe/ieliCHHE 3aBUCHMOCTH MEXIy 00beMOM MOTOKOB JJAHHBIX ¥ BPEMEHEM HX 00CITyKMBaHHUS;

— JWCKPETHOCTH pacIpeieiIeH s CTPYKTYPbl HHPOPMAIIMOHHBIX TOTOKOB.

Pesynemamut uccnedosanusn. CozanHas MOAENb HHTETPUPYET BEPOSITHOCTD MOTEPH MOTOKOB NAKETOB, UX CTATHCTHYE-
CKHE XapaKTepUCTUKH, IPOITYCKHYIO CITIOCOOHOCTh BBIYMCIHUTENIBHBIX YCTPOHCTB M IPOLIeAypy MHOT0(a3HOTO 00CITy KH-
Banus. [Ipu npoBepke paboTOCIOCOOHOCTH MO/IEH IPUHSUIN, YTO 3arpy3Kka KoMmyTaTopa yenmuusaercs ot 0,1 10 0,9,
a BepOATHOCTHL ToTepu — oT 107 mo 1076, [ns 3TMX MoKa3aTesel BBISCHUIN, KaK OT 3arpy3Kd KOMMYTAaToOpa 3aBHCAT
o0beM OydepHOi maMsATH U BpeMs OXHAaHWA. B mepBoMm ciydae MUHMManbHOE 3HadeHue (00beMm mamsatu) — 0,201,
MakcumaiibHoe — 10564. Bo BTopoM — 0 1 470 MC COOTBETCTBEHHO. J[JIT IMUTAITMOHHOTO MOJCTHUPOBAHUS MUHUMYM
o Bpemern — 0 mc, makcumyM — 2300 mc. [TokazaTenn UMUTAITMOHHOTO U aHAIUTHYIECKOTO MOJISTHPOBAHMS OJTU3KH
npu 3arpyske MmeHee 50 % 1 yBeIMYHMBAIOTCS B HECKOJIBKO pa3 mpu 3arpyske 6oisee 50 %. ITokazarenu pe3ko BO3pacTaioT
¢ 3arpy3koit 10 70 %, a 3aTeM KpaTHO YBEIHUHBAIOTCS.

Oobcyacoenue. I1py HEBBICOKOM CETEBOM 3arpy3Ke ouepein He MepPenoIHsI0TCS, TaKeThl HE TEPSIOTCS, COXPAHIIOTCS JIH-
HeliHble 3aBUcHMOCTH. I1py cpenHel n BRICOKOH 3arpy3Kke 00padoTKa NOTOKOB MAaKETOB ONMCHIBAETCS HEMHEHHBIMU 3a-
BUCHMOCTSIMU. Pe3ysibTaThl aHaIMTHYECKOTO W MMUTALMOHHOTO MOJICIIMPOBAHMS PACXOMATCS M3-32 B3PHIBOOOPA3HOTO
XapakTepa caMoIt0J00HOTO CETEeBOr0 TpaduKa M ero NMPHOIMKEHHOTo oNucaHus pacupeaeneHueM [lapero. 3arpyxen-
HOCTh KOMMYTaTOpa OMNpeeNsieT 1eNeco00pa3HOCTh MPUMEHEHHs MPEUIOKEHHOro moaxoaa. Moaenb MoJoHIeT npu
MIPOEKTUPOBAHNH JIEMEHTOB MPOrPaMMHO KOH(PHUIYPHPYEMBIX CeTeil AJIS aHalIW3a MX YCTOWYMBOCTH IMPH Pa3IUYIHBIX
nH(pOPMALIMOHHBIX BO3JCHCTBHSX.

3aknrouenue. llpennoxennas aHanuTrdeckas Moaenb SDN onpenenser 3HaueHUs U qucriepcun oobema OydepHoii ma-
MSATH KOMMYTAaTOpa, a TaKkKe 00heMbI MAMATH IS TIOCTPOCHUS TaOIIUI] TIOTOKOB afpecarui. PaboTocrmocoOHOCTE perie-
HUS IPOBEPIIIH ITpH 3arpy3ke kommyTtaTopa ot 0,1 mo 0,9. [Imanupyercs co3maTh MOIEIh, YIUTHIBAIONIYIO IIOTOKHU 3asIBOK
KaK 13 BHEIIIHEH CeTH, TaK M OT cepBepa.

KaioueBble cioBa: COBEpIICHCTBOBAHHME METOJOB TEOPHH MAacCOBOTO OOCIy>KHMBAaHUS, aHAIWTHYECKas MOJENb
Oydepnoit mamsati OpenFlow, morepst ceTeBbIX MaKeTOB, UMUTAILIMOHHOE MOJICIMPOBAHIE KOMMYTaTopa
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BaaronapHocTu. ABTOPHI BBIPKAIOT OJarofapHOCTh PEAAKIMM, aKaJIeMHUYECKOMY pPEAaKTOpy M PELEeH3eHTaM 3a
BHUMATEJIHHOE OTHOIIEHHE K CTAThE U 3aMEYaHUsI, KOTOPHIC MO3BOJIMIIN MOBBICUTH €€ KaYeCTRO.

Josi untupoBanusi. Cirocapes I.B., Mouanos B.I1., T'ocrea JI.B. Anamurnueckas mozens OydepHOil mamsTu
OpenFlow xommyTatopa mporpammHo ympasisiemoit cetu SDN. Advanced Engineering Research (Rostov-on-Don).
2026;26(2):2221. https://doi.org/10.23947/2687-1653-2026-26-2-2221

Introduction. Programmable SDN networks and the OpenFlow network device management protocol were created
to improve automation of modern computer network management and support the specified quality of cloud services, that
is, for tasks solved by dynamically redistributing network resources between users. One of the core elements of software-
defined networks is the OpenFlow flow switch, and its most important component is the buffer memory. Using an internal
software pipeline, the switch distributes and balances loads between network links. This provides the flexibility of
centralized network resource management.

Quantitative performance evaluation of networks involves identifying the probabilistic and temporal characteristics
of switching nodes. This is done by widely used queuing theory (QT) methods, which only approximately define and
model processes in an OpenFlow switch and its buffer memory. This results in underestimated, unrealistic performance
of the designed network devices, overloading the switch buffer memory, and loss of network packets. To address this
challenge, a different modeling approach is proposed. This work aims to develop and evaluate an analytical model for
OpenFlow switch buffer memory in SDN using advanced queueing theory approaches. For this, the discrete
Laplace-Stieltjes transform (DLT) is used, taking into account the statistical characteristics of packet flows and the
throughput of communication channels for a given packet loss probability. A similar mathematical model based on the
classical QT is described in [1], but it does not eliminate the problems that arise due to the approximate description of
network processes.

Scientific literature offers design solutions for improving data network elements, demonstrating the importance and
relevance of the scientific and technical problem being solved. OpenFlow models for switches in software-defined
networks (SDN) are the subject of works by Raghav S.S., Baskakov A.E., Volkov A.S., Filippov I.A., Nikishin K.I.,
Gurin E.I., Tikhonenko O.M., Gorbunov A.V., Lebedev A.V., Samouylov K.E.., Shalimov .A., and others. In[2], a
fairly comprehensive review of network solutions based primarily on classical QT is given. Finite-capacity systems with
a recurrent input flow, a Markovian service process, and infinite-capacity buffers are studied. The modeling methods are
based on replacing recurrent arrival flows with simpler ones. The dependence of the volume of requests on the service
time is assumed to be given or neglected. The probability of packet loss is supposed to be negligible. Such models often
assume packet loss when the buffer is fully occupied, but this assumption is not always accurate. They also assume
an unlimited total memory capacity and a well-defined relationship between message volume and service time. Most
publications lack finite expressions for analyzing switch service quality, taking into account the specifics of buffer
memory allocation, loss indicators, and load. In these cases, the authors use numerical methods from off-the-shelf
software packages.

The scientific novelty of this research lies in the improvement of classical queuing theory methods, which support the
analysis of systems with arbitrarily distributed arrival and service requests. The practical significance of the results is
confirmed by two factors. First, an analytical model of the buffer memory of an OpenFlow switch in an SDN network is
created, allowing for a sufficiently accurate analysis. Second, it opens the possibility of selecting alternative design
options at the design stage. The efficiency of the proposed model is assessed under simulation. The resulting performance
metrics provide evaluating the efficiency of an OpenFlow switch in an SDN network.

Materials and Methods. The incoming SDN network packet flow enters an OpenFlow switch, which extracts
metadata, checks it against entries in address tables, and determines the forwarding direction. The network operating
system of the SDN controller distributes the packets into flows configured by the OpenFlow classifier. The OpenFlow
switch integrates multiple flow tables managed by the central controller through instructions and packet forwarding. The
SDN controller periodically updates its records of the network structure, load, resources used, and reserves. Accordingly,
it establishes forwarding rules for all incoming flows, sequentially distributes them to the switch OpenFlow output ports,
sets new action parameters, and performs distribution or transmission back into the network. This utilizes the switch
software pipeline, which consists of sequential flow tables.

Packets not identified in the flow tables are sent to another switch port or forwarded to the controller for field
modification. The SDN controller generates switch output ports, address tables, and data flow classifiers [3].

Much attention is paid to issues of network device management, and ready-made design solutions are available.
Despite this, new, efficient methods and protocols for network load management are being developed, and network
management protocols are constantly being refined. The short period of operational experience with SDN networks and
the lack of systematic testing results for switching equipment on the OpenFlow platform necessitate further research using
analytical and simulation models.
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Thus, the switch structural diagram can be represented as a queueing system (QS) with limited memory. Its input
receives a flow of packets with arbitrary distributions of the number and volume of requests. The operating mode of such
a system will be stationary if the average number of requests arriving per unit of time does not exceed the maximum
possible service rate. One of the most challenging tasks is determining the mean values and variances of the switch total
buffer memory capacity, as well as the memory capacity for constructing flow tables [4]. Assume that there are no packet
flow queues at the input of a high-performance central control server. In this case, the switch operation in steady-state
mode can be described by the apparatus of queuing systems with Laplace-Stieltjes transforms. Data distribution and
processing using a software pipeline is modeled as a multiphase random process [5].

The advanced QT method used in this paper allows for the creation of models of numerous real systems, including
switching ones. It can be reasonably assumed that such systems have stationary characteristics, and that the parameters
of the input packet flow do not affect the order and time of its processing. We also assume that each flow is characterized
by a random number of packets, that is, its volume takes only positive discrete values, and this, with a high degree of
probability, reflects the real situation.

A switch forwarding pipeline consists of one or more address tables connected in series. Input network traffic,
described by an arbitrary distribution law, enters the conveyor and is sequentially processed by & address tables.

It is assumed that the query processing time for each table is random and exponential. The sum of the times of all
processing stages forms the final service time distribution (the Erlang & distribution). It is known that a k-order Erlang
flow with parameters (p, 7) can be represented as the sum of » random flows with parameters ;, and the characteristics
of the system under consideration can be obtained from the characteristics of its constituent elements [6]. Then, the
stationary probabilities p(ii,..., i) of the system under consideration:

iy )= | | lim plic(r)=ic}.
k=1

The structure of the switch record set is shown in Figure 1.

Flow Table

Header Instructions Counters

- forward to port

- forward to controller
- reset

- forward to pipeline

Switch | MAC Eth | VLAN P P P TCP
Port Src type 1D Src Dst Port Dropt

Fig. 1. Switch entry set structure

A simplified structure of an OpenFlow switch is shown in Figure 2.
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.| Output buffer R Output .

Channel 2 > i 2 | channel 2 "
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Message flow m .| Output buffer R Output _

o | R Message flgw > . i Gndl @ >

annel m for processing

Fig. 2. OpenFlow switch structure
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The time intervals between packets are random. The input flow is Markovian, but its service time does not obey an
exponential distribution, that is, the analyzed processing of input flows contains a Markovian component. Therefore, this system
can be studied using the mathematical apparatus of semi-Markovian processes [7], and the distribution function of the time
intervals of the process in state i will be an arbitrarily distributed random variable [8]. The intervals between the end of service
and the next arrival of service requests are subject to the same distribution. We also assume that random packet flows,

determined by the Erlang distribution function, arrive via m channels with intensities «; (i = ﬁ) , A =Za -
i=1
For M/G/1/n system, the Laplace-Stieltjes transform of the distribution function of the volume of the serviced
packet R(x):

Here, gi > 0 — packet reception delay time on the i-th channel, f— distribution parameter, s — complex parameter
of the Laplace-Stieltjes transform. In this expression, it functions as a multiplier in the exponent and allows finding the
moments of the distribution of a random variable of any degree.

Mean value and variance:
2a; _2p; 2a; _6p;

=0, = =

Teft gf s

where p; — input channel loading, (lzi ~1,;? ):%(3 -2p;).

Ly

2

Then the volume of packet flow is DLT:

I PR R
01T g,.[f (s+f>2]'

Mean values and variance:

2 m 2 m
8= pis (3:-87) =5 pi(3-2p)).
f i=l ! i=1
We consider that the probability of packet flow loss [9]:
pn =1-R(V),
Vv
where R(V)= J D(V -x)dL(x), L(x)=1-e” — distribution function (DF) of the packet flow volume;
D(x) = p(d <x) — DF of the total volume of packet flow 3.
DF moments R(x):
n=0+0, 1 =0;+2¢0,+9,,
where @; = 1/f— mean packet flow volume; 6;, 6 — moments of the total volume of packet flow.
Finding the explicit form of the DF D(x) does not seem possible. In [10], it is shown that when performing calculations,
this function can be approximated quite accurately by the expression:

v(p. gx)
D(V)= 1-po) =22
( ) Po +( Po) T (p)
Jeod
Here, 'y( p,gx):jtp"le"dt — incomplete gamma function; po — probability of no service requests;

0
I'(p) = v(p, ©) — gamma function; p and g — parameters determined from the condition of equality of the corresponding
moments of the switch memory volume:
2
N I

p= > 8% .
I”2—r12 }”2—1’12

The numerical values of the DF D(x) are obtained through simulation modeling by standard numerical methods, which
allow the solution to be reduced to a finite number of arithmetic operations. The results of the simulation modeling are
virtually identical to the results of the analytical modeling described in this article, demonstrating the validity of the
developed model.
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When forming network flows, the following actions are performed [11].

1. Identification of the traffic packet flow.

2. Packet-to-flow classification for the flow being formed.

3. Formation of network packet flows or transmission of an unidentified packet to the management controller.
The function of allocating the service time for the input packet flow B(f)=p + (1 — p)(1 —&”), and its DLT [12]:

B(q):er(l—p)p _p(l+a)
p+g  ptg

Mean service time:

If the system load p = afi = a(1 — p)/p, then the DLT service waiting time:
(1-p)(p+q) _(1-p)(p+9)

Wiq)= .
(@) p+q-a(l-p) q+p(l-p)
Then the mean value of the waiting time is: W = —W'(O) -7
p(1=p)

The image has the form of rational fraction (4.(p))/(B«(p)). P1, P,..., P, — roots of multiplicity r1, 7,..., r», where
ritrntetrn=mun B,(p)=By(p fP)]rl (p—P)"...(p—P,)" .This means that the original can be found from
formula [13]:

For simple roots of the denominator Pi, P,..., Py

f(t)=2—g: ((’;i ))epkf.

The inversion of the DLT function W(q) is determined by the relation:
(1=p)(P+4) |
q(q+p(1-p))

The distribution function of random variable V has the form:

W(t) =2 Res

t

V(e)=p{v <ty = [W(t-u)dU =1-e 10w

0

(np)" po

For the case p{W >0} =1-W(0)= ﬁ , mean value of stationary waiting time:
n!/(l1-p
nn—anpo

m:EW=£mmo:MLpY@_m.

Mean value of stationary service time:

0

1 n"?p" p,
V=BV = (v (t)=p,+1 =—+—1P L0
. n u(l—p) (n—l)!
v(p. &) N

These random variables are approximated by the DF Z(x)=p,+(1-p, )W . Here, y(p.gx)= J.tpfle*tdt ,
p
0

I'(p) = y(p,), po — stationary probability of no requests:
b= 8¢ = (1-20)3,
(1=p9)8, =87 7 (1-py)8, =87
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Obviously, the phases of transmission of network packets leaving the switch can be described by the graph (Fig. 3) [14].

CTO 00 -8

Fig. 3. QS state and transition graph M/M/m/n

From [15], the probability of system M/M/m/n being in the state p; is known:

Pi = k! ,0<k<m.

1_(pjn
m k m+1
LA A VPR

Here, p =A/p — load.
Accordingly, the probability of the state p,, is:

Pm+s = : ,OSPSI’I

) 1_(p)ﬂ
m m+1
St Am)

k=0 KL mm! P
m

Then the intensity of the output flow is: y =L —Ap  =A¥m:! D

m+n
P

Po =

m k m+l1
PR m

k=0 kb mm! P
m
pm B n pm B n
m!\ m m!\ m
Pmsn = = Po-

(2 P
3 pt e \m)
k=0 kL mm! P
m
According to [16], taking into account lost packets, the output flow intensity:

Time spent by packets in the system:
m+n

N _ k:okpk .
mu(1=py)  mu(l-py)

V:

Waiting time for packets in the queue:

m+n
NO Zk:mﬂ(k_m)pk .

V= mu(1-py) ) mu(1-py)
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Service time:

m+n m+n m+n m—1

ke Y (k=mipe o (m=D)Y g (k=1)py

To=V-W= k=0 _ A k=1 - k=m k=2 .
mu (1= py ) mu (1= py ) my m (1= p, )

The presented expressions allow deriving the basic characteristics of an OpenFlow switch. In this case, packet flow
processing and management, as well as interaction with the central network controller are taken into account. Buffer
memory is considered a shared, dynamically allocated resource and is determined by constraints on the percentage of lost
packets for a given loss probability. Acceptable model constraints:

— arbitrary distribution of the relationship between the volume of data flows and their service time;

— assumed discreteness of the distribution of the structure of information flows.

Research Results. Thus, as part of this study, a model of an OpenFlow switch is developed to calculate and evaluate
its buffer memory. Using the mathematical apparatus of semi-Markovian processes and Laplace-Stieltjes transforms, the
following parameters are defined:

— packet flow loss probability;

— their statistical characteristics;

— computing device throughput.

Packet flow processing consists of multiple independent sequential phases, and the service time across them is
exponentially distributed. Therefore, the proposed model is based on a multiphase servicing procedure, in which the
service time is determined by the n-th order Erlang distribution, and the moments of the distribution functions are found
using the Laplace-Stieltjes transform.

Tables 1 and 2 show the results of analytical modeling of the switch buffer memory volume and the dependence of
the mean service waiting time on the load. In this case, it increases from 0.1 to 0.9. Switch memory capacity is measured

by the number of mean input packet flows.

Table 1
Dependence of Buffer Memory Size on Switch Load
Probability Loading switch buffer memory, p
of loss, px 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
1073 0.201 0.307 0.412 0.478 0.617 37.05 69.07 94.36 178.87
104 0.403 0.481 0.521 0.680 2.15 431 21.05 232.7 831.3
1073 0.762 0.790 0.840 0.932 3.76 7.83 16.07 476.5 983.2
10°¢ 0.937 0.951 1.511 1.79 5.07 16.08 87.13 748.1 10564
Table 2
Dependence of Mean Waiting Time on Switch Load, ms
Probability Loading switch buffer memory, p
of loss, px 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
10* 0.00 0.00 0.00 0.02 0.07 0.17 30 120 470
10* 0.00" 0.00" 0.01" 0.04" 0.12" 0.53" 90" 510 2300

Note: " Results of switch simulation are marked.

The simulation results were obtained using self-similar network traffic described by a Pareto distribution with a
parameter of 1.5. If the system load is less than 50%, the simulation-based characteristics for the P/G/1 system deviate
slightly from the mean values obtained in the analytical modeling. At loads exceeding 50%, the values increase several-
fold. The indicators increase sharply as the switch load reaches 70% and increase exponentially if this level is exceeded.
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Discussion. The results of this scientific work were obtained under the condition that the distribution function of the
intensity of the packet flow was independent of the phase that processed them, as well as the constant nature of the volume
of the packet flow. Only in this case the result of the Laplace—Stieltjes transformation was valid for the memory size of
the switch.

The main drawback of the results is that the obtained estimates are only reliable at the level of partial distributions.
The OpenFlow network switch model is built on the assumption of using shared dynamically allocated buffer memory,
and the considered phases of request flow processing are assumed to be independent. Therefore, the results of the study
can only be used if the time is equal to:

— input of a packet flow into the switch memory;

— its output to the communication channel.

Such conditions should be considered acceptable, taking into account the capabilities of modern data processing and
transmission tools.

The simulation results presented in Tables 1 and 2 are obtained taking into account the specified loss characteristics
and current network load. At low loads, queues do not overflow, packets are not lost, and linear dependences are
maintained. At moderate, and specifically high loads, network packet flow processing is described by nonlinear
dependences. The discrepancy between the analytical and simulation results is due to the explosive nature of self-similar
network traffic and the rather approximate nature of its description by the Pareto distribution.

Obviously, the feasibility of using the proposed model is determined by the current switch load. This model can be
used in the design of network elements of software-defined networks to analyze their resilience to various
information impacts.

The results of the presented research for a load of up to 50% are practically identical to the results obtained within the
framework of classical methods of queuing theory [5]. Critical losses of input packet flows start at a switch load of 50%.
A further increase in load is not considered; therefore, neither the behavior nor the stability of the system under higher
loads are assessed.

The performance level of the proposed model corresponds to the known results of simulation modeling using self-
similar network traffic described by the Pareto distribution.

Conclusion

1. An analytical model of the OpenFlow buffer memory of a software-defined network (SDN) switch was developed
to determine:

— mean values and variance of the switch total buffer memory;

— memory volumes for constructing address flow tables.

2. Analytical expressions were obtained to determine the following characteristics of the quality of service of a
software-defined network switch:

— output packet flow rate, taking into account losses;

— packet sojourn time in the system;

— packet waiting time in the queue;

— service time;

— dependence of the buffer memory size and the average service waiting time on the load.

3. The model performance was confirmed by a comparison of the results of analytical and simulation modeling when
the switch load varied from 0.1 to 0.9.

4. The model allows testing SDN networks without using physical equipment to justify switch parameters taking into
account its environment.

It is expected that the next article, devoted to the development of a model for the functioning of an SDN switch, will
take into account the flow of requests both from the external network and from the management controller (server).
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