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Introduction. The NTRUEncrypt cryptographic system, the
calculation of the algorithmic complexity of the development
of the NTRUEncrypt cryptosystem and its modifications are
considered. The study objectives are to develop NTRUEncrypt, an efficient post-quantum cryptographic algorithm,
which has high cryptographic resistance to quantum computer attacks, to work out a modification of the proposed algorithm, to analyze and experimentally validate its advantages.
Materials and Methods. A description of the NTRUEncrypt
encryption system is proposed. The modification of the considered algorithm is studied; the block diagram of the implementation of the software based on it is presented. An
example of the software operation and its characteristic is
given.

The reliability of the results is proved using the

Mann-Whitney U test. During the experiment, the third-party
software implementation of the RSA cryptosystem was used.
A Stopwatch class element was introduced in the source code
of all three programs of NTRUEncrypt, RSA, and NTRUEncrypt modifications. This class provides a set of methods and
properties that can be used for the precise measurement of
the execution time. Thus, it became possible to record the
results of the time spent on all three basic stages: key creation, encryption and decryption of the message.
Research Results. The advantages of the developed cryptosystems in terms of the performance characteristics are
proved. An experimental comparison of the implemented
NTRUEncrypt algorithm and its modification is performed.
All advantages of the latter are indicated.
Discussion and Conclusions. The advantage of using the
NTRUEncrypt algorithm modification is experimentally
validated. The new application is 25% faster to perform general work on key generation, encryption and decryption. In

Введение. Статья посвящена исследованию криптографической системы NTRUEncrypt, расчету алгоритмической
сложности разработки криптосистемы NTRUEncrypt и ее
модификации. Цели исследования: разработка эффективного постквантового криптографического алгоритма
NTRUEncrypt, обладающего высокой криптостойкостью к
атакам с квантового компьютера, а также разработка модификации предложенного алгоритма, анализ и экспериментальное доказательство его преимуществ.
Материалы и методы. Предложено описание системы
шифрования NTRUEncrypt. Изучена модификация рассматриваемого алгоритма, представлена блок-схема реализации основанного на нем программного средства. Приведен пример работы программного средства и дана его
характеристика. Достоверность результатов обоснована с
помощью U-критерия Манна — Уитни. При проведении
эксперимента использована сторонняя программная реализация криптографической системы RSA. В исходный код
всех трех программ NTRUEncrypt, RSA, модификации
NTRUEncrypt был внедрен элемент класса Stopwatch. Данный класс предоставляет набор методов и свойств, которые
можно использовать для точного измерения времени, затраченного на выполнение. Таким образом, появилась возможность фиксировать результаты затраченного времени на всех
трех основных этапах: создание ключей, шифрование и
расшифрование сообщения.
Результаты исследования. Доказаны преимущества разработанных криптосистем по характеристикам производительности. Выполнено экспериментальное сравнение реализованного алгоритма NTRUEncrypt и его модификации.
При этом обозначены все преимущества последней.
Обсуждение и заключения. Экспериментально доказано
преимущество использования модификации алгоритма
NTRUEncrypt. Новое приложение на 25 % быстрее выполняет общую работу по генерации ключей, шифрованию и
расшифрованию. Помимо этого оптимизируется использование внутренней памяти за счет уменьшения веса ис-
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addition, the internal memory usage is optimized through
reducing the weight of the source program file and the size of
the secret key. When attempting to crack a ciphertext, cryptographic robustness and complexity of using quantum algo-

ходного файла программы и размера секретного ключа.
При попытке взлома шифротекста проявляется криптографическая стойкость и сложность использования квантовых алгоритмов.

rithms are shown.
Keywords: cryptographic system, post-quantum cryptographic algorithm, cryptographic strength, Mann-Whitney U
test, encryption.
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Introduction. The paper [1] gave an impulse to the development of a new cryptographic system. It shows that
quantum computers potentially threaten to hack into all widely used cryptographic algorithms.
The software presented in this paper is cryptosecure versus possible quantum attacks and surpasses its counterparts (for example, RSA cryptosystem) in the algorithm speed characteristics and in the quantity of spendable resources
[2]. This explains the urgency of the research.
The object of the study is the NTRUEncrypt cryptosystem.
The subject of the research is the algorithmic complexity of the development of the NTRUEncrypt cryptosystem and its modifications.
The work objectives are to develop an efficient post-quantum cryptographic NTRUEncrypt algorithm, which
has high cryptographic resistance to quantum computer attacks, to work out modifications of the proposed algorithm, to
analyze and experimentally validate its advantages.
To achieve the objective, the following tasks were defined.
1. To investigate the algorithm of the NTRUEncrypt cryptosystem.
2. To develop an algorithm for modifying NTRUEncrypt.
3. To implement the NTRUEncrypt cryptosystem software and its modifications.
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4. To analyze and compare two programs with each other and with their counterpart - RSA cryptosystem.
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Materials and Methods. Consider the description of the encryption NTRUEncrypt system. The cryptographic
system with the public NTRUEncrypt key uses operations over the Z [X] / (𝑋𝑋 𝑁𝑁 – 1) ring of polynomials of degree not
exceeding N – 1 [3]:
𝑎𝑎 = 𝑎𝑎0 + 𝑎𝑎1 ∗ 𝑋𝑋1 + 𝑎𝑎0 ∗ 𝑋𝑋 2 + ⋯ + 𝑎𝑎𝑁𝑁−1 ∗ 𝑋𝑋 𝑁𝑁−1 ,
where 𝑎𝑎0 , 𝑎𝑎1 , 𝑎𝑎2 … 𝑎𝑎𝑁𝑁−1 are integers.
The operations of addition and multiplication are performed as usual, except that 𝑋𝑋 𝑁𝑁 is replaced by 1, 𝑋𝑋 𝑁𝑁+1 is
replaced by 𝑋𝑋 1 , 𝑋𝑋 𝑁𝑁+2 , so on.
The cryptosystem is determined by a number of parameters, the key parameters are: N, p and q. To maintain
the algorithm strength, it is necessary for p and q parameters to be coprime.
To provide high resistance of the algorithm to various attacks, it is recommended to use the following parameters (Fig. 1):
Indication
NTRU167:3
NTRU251:3
NTRU503:3
NTRU167:2
NTRU251:2
NTRU503:2

N
167
251
503
167
251
503

q
128
128
256
127
127
253

p
3
3
3
2
2
2

df
61
50
216
45
35
155

dg
20
24
72
35
35
100

Fig.1. Recommended parameters

dr
18
16
55
18
22
65

Guaranteed resistance
Moderate level of resistance
Standard level of resistance
Highest level of resistance
Moderate level of resistance
Standard level of resistance
Highest level of resistance
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Research Results
Key generation. Bob wants to send a message to Alice. For this, he needs public and private keys. Therefore,
he chooses randomly two small polynomials f and g from the ring of truncated polynomials R. The smallness of polynomials means that the small polynomial will be much less than q with respect to the arbitrary polynomial modulo q, in
which the coefficients are uniformly distributed [4]. To determine the smallness of polynomials, the numbers df and dg
are used which Bob chooses independently.
The polynomial f will have df coefficients equal to one, (df – 1) coefficients equal to minus one, and the rest
coefficients equal to zero.
The polynomial g will have dg coefficients equal to one, as many coefficients equal to minus one, and the rest
coefficients equal to zero.
Bob should keep the selected polynomials in secret since anyone he learns them will be able to decrypt the
message.
Further, Bob calculates the inverse polynomials 𝑓𝑓𝑝𝑝 and 𝑓𝑓𝑞𝑞 modulo p and q, respectively, such that:
𝑓𝑓 × 𝑓𝑓𝑝𝑝 = 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝) и 𝑓𝑓 × 𝑓𝑓𝑞𝑞 = 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

If by chance these inverse polynomials do not exist, then Bob goes back and re-selects the polynomial f.
The secret key is the pair (𝑓𝑓, 𝑓𝑓𝑝𝑝 ), and the public key h is calculated using the formula:
ℎ = 𝑝𝑝 × 𝑓𝑓𝑞𝑞 × 𝑔𝑔 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Encryption. Alice wants to send a message to Bob using the public key h. To do this, Alice needs to present her
message as a polynomial m with the coefficients modulo p selected from the range (–p/2, p/2]. Then, Alice needs to
choose another small polynomial r which is called “blinding”, and calculate the ciphertext:
𝑒𝑒 = (𝑟𝑟 × ℎ + 𝑚𝑚)(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Decryption. Bob receives an encrypted message e from Alice and wants to decrypt it. First, using his secret
𝑎𝑎 = 𝑓𝑓 × 𝑒𝑒 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Since Bob calculates the value a modulo q number, he should choose its coefficients from the range (–q/2, q/2]
and then calculate:
𝑏𝑏 = 𝑎𝑎 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝).

Finally, Bob, using the second part of the secret key, receives the original message from Alice:
𝑐𝑐 = 𝑓𝑓𝑝𝑝 × 𝑏𝑏 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝).

Modification of the NTRUEncrypt algorithm. As can be seen from the description of the algorithm, the polynomial f shall comply with the following requirements:
- the polynomial f is invertible modulo p,
- the polynomial f is invertible modulo q,
- the polynomial f is a small polynomial.
In the algorithm itself, the invertibility modulo p and q was guaranteed as follows. If the polynomial f being not
invertible in one of the moduli was generated, then it was discarded and the next one was generated — and so on as
long as the required polynomial was found.
The proposed modification is to replace the polynomial f by a polynomial of the form:
f = 1 + pF,
where F is a small polynomial.

(1)
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key, Bob calculates:

This approach has the following advantages.
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1. From the expression (1), it is clear that the polynomial f is always invertible modulo p. This fact accelerates
the key generation since it is not necessary to additionally calculate fp.
2. Since f –1 = 1 mod p, then decoding does not require additional multiplication by f –1, which speeds up the decryption process itself. In this case, the private key will not be the pair (𝑓𝑓, 𝑓𝑓𝑝𝑝 ), but (f ).

Key generation. As in the original algorithm, Bob first selects the encryption parameters N, p, q and the num-

bers df, dg. Then, he selects randomly two small polynomials F and g from the ring of truncated polynomials R.
He calculates the modified polynomial f using the formula (1).
Next, Bob calculates the inverse polynomial 𝑓𝑓𝑞𝑞 modulo q:
𝑓𝑓 × 𝑓𝑓𝑞𝑞 = 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

If by chance an inverse polynomial is not found, Bob goes back and re-selects the polynomial f.
The secret key is the polynomial f, and the public key h is calculated as follows:
ℎ = 𝑝𝑝 × 𝑓𝑓𝑞𝑞 × 𝑔𝑔 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Encryption. Encryption remains unchanged; all is quite as in the original NTRUEncrypt algorithm.
Alice wants to send a message to Bob using the public key h. To do this, Alice needs to present her message as
the polynomial m with coefficients modulo p selected from the range (–p/2, p/2]. Then, Alice needs to choose another
small polynomial r, which is called “blinding”, and calculate the ciphertext:
𝑒𝑒 = (𝑟𝑟 × ℎ + 𝑚𝑚)(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Decryption. Bob receives the encrypted message e from Alice and wants to decrypt it. In the first place, using
his secret key, Bob calculates:

𝑎𝑎 = 𝑓𝑓 × 𝑒𝑒 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Since Bob calculates the value a modulo q number, he should choose its coefficients from the range (–q/2,
q/2], and then calculate:

𝑏𝑏 = 𝑎𝑎 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝).

That is all, calculation is finished at that; we have received the original message from Alice: b = m [5].
Proof of the modified algorithm. To prove the algorithm, consider the decryption process itself.
Alice’s encrypted message looks like:
𝑒𝑒 = (𝑟𝑟 × ℎ + 𝑚𝑚)(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

Bob uses his secret key — polynomial f:

𝑎𝑎 = 𝑓𝑓 × 𝑒𝑒 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞) = (𝑓𝑓 × (𝑟𝑟 × ℎ + 𝑚𝑚))(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞) = (𝑓𝑓 × (𝑟𝑟 × 𝑝𝑝𝑓𝑓𝑞𝑞 × 𝑔𝑔 + + 𝑚𝑚))(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).

As a result:

𝑎𝑎 = (𝑝𝑝𝑝𝑝 × 𝑔𝑔 + 𝑚𝑚 × 𝑓𝑓)(𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞).
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Thereafter, Bob obtains the polynomial b through decreasing the coefficients of the polynomial a modulo p:
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𝑏𝑏 = 𝑎𝑎(𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚) = 𝑚𝑚 × 𝑓𝑓(𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚) = (𝑚𝑚 + 𝑚𝑚 × 𝑝𝑝 × 𝐹𝐹)(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝) = 𝑚𝑚 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝).

Thus, we have checked and proved that the polynomial b is the original message m indeed.

Implementation of the algorithm. The programming language used is the object-oriented programming language C#, which belongs to the family of languages with a C-like syntax. Development framework was Microsoft Visual Studio 2015 Enterprise. The primary advantage of this software product is the application with a graphical interface
that allows the user to make short work with the device and the operation scheme of this software product.
Fig. 2 shows a generalized block diagram of the software.
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Start

N, p, q system
parameters input
Generation of f and g
polynomials
Generation of f and g
polynomials
Is there inverse to
f modulo p and q?

no

yes
Key
computation

Demonstration
mode of one round?

no

N-length bit message
input

File selection

Generation of “blinding”
polynomial r

Generation of “blinding”
polynomial r

Encryption

I=1, N, 1

Screen output of
encryption results

Encryption of i-th
data file block

Decryption

Results filing

Screen output of
decryption results
I=1, N, 1

Decryption of i-th
ciphertext file block

Results filing

End
Fig. 2. Flowchart of software implementation

Example of the software. NTRUEncrypt uses three constant parameters: N, p, q. The user enters them in the
System Settings panel.
Next, there is the Key Generation panel. The parameters entered by the user in the previous step are input.
Then, two polynomials f and g are randomly formed, so that:
- the number of coefficients equal to one and zero to be equal to the number that was previously determined in
the program;
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- the degree of polynomials to be corresponded to the input parameter N.
Then, the Euclidean theorem on computing the greatest common divisor for polynomials and its backward
course is used to calculate two polynomials inverse to f modulo p and q, respectively. The public key h is computed.
The user enters the binary message type m in the Encryption panel in the Message window. It should be mentioned that the original message should be divided into blocks of N bits, each of which will be processed separately and
converted into a polynomial with the coefficients {–1, 0, 1} (in this program, instead of the value “–1”, “2” is used).
For an encryption operation, the program needs to perform preliminary preparation — to generate one blinding
polynomial. It is formed in the same way as f and g polynomials.
The resulting public key and the polynomial r make it possible to encrypt message m using the appropriate
formula. Then, the result is checked on the membership to the ring of truncated polynomials of a degree not exceeding
N – 1, and is displayed on the screen.
The next block implements the decryption mechanism. For this, actions are consistently performed considering
the ring Z[X]/(𝑋𝑋 𝑁𝑁 – 1).
The operation result is shown in Fig. 3.

Cryptosystem
parameters

Key generation
Key generation

Encryption
Common message:

Generate
Encrypt
Decryption

Clear

Ciphertext

Output

Decrypt
Public key: (h);
Private key; (f),

Fig. 3. Appearance of NTRUEncrypt program
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Fig. 4 shows the software results in the form of source text, encrypted and decrypted.
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Fig. 4. Software result

Experiments. The experimental research objective is to show and prove the advantages in the performance
characteristics of the developed cryptosystems in comparison with the analogue. (In this paper, an RSA public key cryptosystem was chosen as an alternative [6].) In addition, it was necessary to compare the implemented NTRUEncrypt
algorithm and its modification in order to note the advantages of the latter and provide experimental evidence.
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To verify the results, the statistical Mann – Whitney U-test was used, which is intended for comparing two independent samples by the level of any feature measured quantitatively. The criterion enables to determine the degree of
difference between samples and is more powerful than the Rosenbaum criterion.
For the experiment, a third-party software implementation of the RSA cryptographic system was used. An element of the Stopwatch class was introduced in the source code of all three programs – NTRUEncrypt, RSA, and
NTRUEncrypt modifications. This class provides a set of methods and properties that can be used to accurately measure
the time spent on the execution. Thus, it became possible to record the results of the elapsed time at all three main stages: key creation, encryption and decryption of the message. The experiment results are shown in Table 1.
Table 1
Experiment results
NTRUEncrypt modification
№
NTRUEncrypt operate time, s
RSA operate time, s
operate time, s
Key generation
1

0.0239676

0.0190014

0.0964144

2

0.0149743

0.0109994

0.1023557

3

0.0129915

0.0099936

0.1372658

4

0.0170503

0.0099772

0.0491137

5

0.0139885

0.0099773

0.0869555

6

0.0139880

0.0099782

0.0587503

7

0.0129761

0.0099936

0.0986608

8

0.0139931

0.0109775

0.0707417

9

0.0139918

0.0099773

0.0595015

10

0.0169748

0.0099777

0.0517874

1

0.0069961

0.0069770

0.0453772

2

0.0049961

0.0059796

0.0598658

3

0.0059954

0.0049965

0.0265461

4

0.0049966

0.0069966

0.0402407

5

0.0069765

0.0060854

0.0783415

6

0.0049961

0.0069989

0.0097463

7

0.0059795

0.0059954

0.0247876

8

0.0069961

0.0059954

0.0272320

9

0.0089956

0.0049798

0.0494907

10

0.0059954

0.0049744

0.0100916

Decryption
1

0.0009843

0.0009843

1.0624476

2

0.0010212

0.0010026

0.3692022

3

0.0010193

0.0009974

0.7651423

4

0.0009989

0.0009975

0.9922103

5

0.0030012

0.0009988

0.3056423

6

0.0010017

0.0009975

0.3757183

7

0.0009989

0.0009988

1.2844272

8

0.0010021

0.0009989

0.5902735

9

0.0010026

0.0009984

0.9932694

10

0.0009844

0.0009970

0.8740392
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The Mann – Whitney U-test is applicable to the results given in Table 1. Compare the key generation rate of
the NTRUEncrypt algorithm and its modifications.
Following the algorithm of the Mann-Whitney U-test, we criterion write the computation step by step.
1. Create a common ranked list of both samples assigning a lower value to a lower rank.
2. Divide the total ranked list into two consisting of the elements of the first and second samples.
3. Calculate the sum of ranks for the first and second samples separately, as shown in Fig. 5.
№

Sample 1

Rank 1

Sample 2

Rank 2
2

Sums

Fig. 5. The second step of calculating the Mann-Whitney U-test

4. Calculate the value of the Mann-Whitney U-test: U = 9. The critical value of the criterion for the data n1 and
n2 should be determined from to the table of statistical significance level (Fig. 6).

Fig. 6. The forth step of calculating Mann-Whitney U-test

Since the values of n1 and n2 are the same for all experiments, this table will be used in each calculation.
Hence it follows that the obtained empirical value U = 9 is in the zone of significance (Fig. 7). Consequently,
there is a significant difference between the speed of the NTRUEncrypt program and its modification. If this fact is expressed percentagewise, it turns out that the NTRUEncrypt modification is 28% faster than the program itself.
Axis of significance:

- Zone of
significance

Zone of
insignificance

http://vestnik.donstu.ru

Fig. 7. Axis of significance
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Similarly, in shorthand, we present the results of the Mann-Whitney U-test and the percentage superiority for
the remaining cases.
Key generation
1. NTRUEncrypt modification is 28% faster than NTRUEncrypt. The obtained empirical value U = 9 is in the
significance zone.
2. NTRUEncrypt program is faster than RSA by 80%. The obtained empirical value U = 0 is in the area of significance.
3. NTRUEncrypt modification is faster than RSA by 86%. The obtained empirical value U = 0 is in the area of
significance.
Message encryption
1. The obtained empirical value U = 47 is in the zone of insignificance.
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2. NTRUEncrypt program is f80%aster than RSA. The obtained empirical value U = 0 is in the area of signifi3. NTRUEncrypt modification is faster than RSA by 84%. The obtained empirical value U = 0 is in the area of
significance.
Decryption
1. NTRUEncrypt modification is 17% faster than NTRUEncrypt. The obtained empirical value U = 24 is in the
zone of uncertainty.
2. NTRUEncrypt program is faster than RSA by 99%. The obtained empirical value U = 0 is in the area of significance.
3. NTRUEncrypt is99% faster than RSA. The obtained empirical value U = 0 is in the area of significance.
Discussion and Conclusions. In the framework of this research, the following is developed:
- software that implements the NTRUEncrypt cryptosystem operation;
- software that implements this cryptosystem modification.
One of the NTRUEncrypt advantages over its counterpart - the RSA cryptosystem, a higher speed of operation
can be specified. Performing encryption and decryption operations requires O(n2) operations, unlike O(n3) in the same
RSA. As for the experimental data, the NTRUEncrypt program wins significantly on the speed of the algorithm compared to RSA. In addition, there is a slight increase in durability with the same key length. The disadvantage of the system is the necessity for using the recommended parameters.
Regarding the NTRUEncrypt resistance, after the creation of quantum computers, the problems of fast factorization and discrete logarithmation will be solved [7]. In this case, RSA, DSA, and similar algorithms will become useless. The relevance of NTRUEncrypt will remain: it will be fully applicable in the “post-quantum” era since there is no
algorithm that solves the problem of the shortest lattice vector.
The advantage of using the NTRUEncrypt algorithm modification is experimentally proven. The developed
application performs the general work on key generation, encryption and decryption 25% faster. In addition, it optimizes the use of internal memory through reducing the weight of the original program file and the size of the private key.
When attempting to crack a ciphertext, cryptographic robustness and the complexity of using quantum algorithms are
manifested.
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